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Foreword

Securing Instant Messaging (IM) is one of the top three priorities for IT
managers to consider in the next 12 months. If IM security problems have
been keeping you up at night . . . they should! According to research firm
IDC, corporate IM users will jump from nearly 50 million in 2003 to over
181 million by 2005." If your company is like many others, contributing to
that exponential growth in IM usage, it likely means that the potential for
major security breaches in your organization is very high. By their very
nature, popular IM services can introduce major security vulnerabilities to
the organization. Once used simply to send short notes out among com-
puter experts at MIT and other institutions of higher learning, IM is now a
widespread, efficient medium for everyday business users to collaborate,
organize strategy meetings, and share internal files and information.
According to the analyst firm Yankee Group, IM will continue to grow at
an explosive rate of 150 percent per year between 2003 and 2005.

IM is moving toward ubiquity through increased use of IM within
enterprises and IM integration within mission-critical business applica-
tions. With this ubiquity, there are at least five major security risks identi-
fied for use of IM in an enterprise:

1. First of all, because many of the most popular IM solutions
weren’t originally designed with enterprise users in mind, they
can benefit from third-party security and management solutions.
For a corporation, the correct answer to this problem is not to
ban IM from being used internally but to embrace IM to capital-
ize on the business benefit it provides while mitigating its risks.

IM Logic. (2004). “Top Instant Messaging Security Risks for 2004.” Retrieved February 5,2005 from http://www.unipalm.ie/
library/t25121_3.pdf.
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Foreward

2. IM systems are rapidly working their way into corporations
because of their efficiency and convenience. Unfortunately, few
companies have standardized on any particular IM solution, leav-
ing users to choose for themselves and potentially compromise
security within the organization. Many of today’s IM systems
were built for consumer chatting rather than secure corporate
communications; consequently, they create new and often hidden
vulnerabilities within the corporation.

3. IM has entered the enterprise and network environment by the
back door, creating special challenges for security managers.
While IM is now standard in many industries and trusted, enter-
prise-quality solutions are readily available, IM still brings its own
set of challenges. To date, providers of IM security and privacy
solutions have relied upon regulated industries such as financial
services and energy for the bulk of their business.

4. Most IM systems presently in use were designed with scalability

rather than security in mind. Virtually all freeware IM programs
lack encryption capabilities, and most have features that bypass
traditional corporate firewalls, making it difficult for administra-
tors to control IM usage inside an organization. Many of these
systems have insecure password management and are vulnerable
to account spoofing and denial-of-service (DoS) attacks.

5. IM systems meet all the criteria required to make them an ideal
platform for rapidly spreading computer worms and blended
threats: They are ubiquitous; they provide a communications
infrastructure; they have integrated directories (buddy lists) that
can be used to locate new targets; and they can, in many cases, be
controlled by easily written scripts. Even worse, no firewall on the
market today can scan IM transmissions for viruses.

IM is gaining popularity with workers trying to get around the restric-
tions placed on what they can do with e-mail. Currently, few firms subject
IM programs to the same scrutiny that e-mail receives to stop spam, viruses,
or abuse by employees. The risks and dangers that emerged with early use of
e-mail are happening all over again as use of IM grows. Security strategies to
stop viruses, worms, and SPAM can be thwarted by unauthorized use of
IM. As more companies crack down on misuse of e-mail, we have seen peo-
ple moving more and more toward freer communications such as IM. The
security threats from IM are straightforward. Since deployment isn’t con-
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trolled, the enterprise can't keep a rein on how the systems are used. With
the public IM networks, the individual employee registers for service. If the
employee leaves the company, the firm has no (technology-based) way to
prevent him or her from continuing to use the account or from even con-
tinuing to represent him- or herself as still working for the company. With-
out additional tools, the company has no way of archiving IM messages for
legal or regulatory purposes or of monitoring and controlling the content of
messages to filter for inappropriate communications.

There are the obvious holes that are opened up on the corporate net-
work. Each of the IM networks uses a well-known port that must either be
left open on the corporate firewall to allow traffic in, or closed, which, at
least in theory, bans that service to end users. Given IM’s pervasiveness,
enterprises can’t think about security in a vacuum; it has to be part of a
larger management structure. The tough thing about IM security and man-
agement isn’t that it’s technically hard to do, it’s that adoption is happening
so quickly that network managers are playing catch-up. Due to the effi-
ciency and convenience of their communications, IM systems are rapidly
becoming very important tools within corporations. Unfortunately, many
of the current IM systems are inadequately secured and in turn are exposing
some enterprises to serious security and economic breaches.

Ideally, corporations looking to leverage IM should deploy a secure, cor-
porate-focused IM solution within the company network, and then layer
suitable security systems on top of this solution (firewalls, vulnerability
management, antivirus, etc.). However, many companies continue to per-
mit employees to use popular free IM services. These organizations need to
understand the associated security risks and plan accordingly. Clearly, the
growth of IM systems will bring greater efficiencies to the global workplace.
Only by appropriately securing these systems will businesses be able to reap
their full economic benefits.

Drs. Rittinghouse and Ransome have done an excellent job at address-
ing the technology and the risks of using IM at work or home. This book
will give you the tools and methods to embrace the technology securely. I
highly recommend this book for anybody interested in securing IM.

| Foreward
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Introduction

Purpose and Audience

IM is expected to influence the drop of e-mail usage by 40 percent in 2006
[1] and is resulting in new legal, regulatory, and privacy issues that are chal-
lenging security professionals and users to reevaluate the security, technol-
ogy, and employee productivity issues with regard to IM. We believe there is
also a gap in the current commercial literature with regard to IM security.
According to research firm Gartner, over 70 percent of corporate employees
depend on Instant Messaging for business communications, despite the fact
that, according to Nemertes Research, 70 percent of I'T executives claim to
have banned the use of commercial IM services [2]. The reality for IT orga-
nizations is that—authorized or not—IM is being used on most networks,
and—authorized or not—it poses a serious security threat if left unchecked.
Not surprisingly, Gartner recently labeled IM security one of “five technol-
ogies you need to know,” and research firm Yankee Group called securing
IM one of the top three priorities for IT managers in 2004. Senior IT exec-
utives overwhelmingly concur, as 62 percent told Nemertes Research that
they worry about IM security. IM is quickly becoming prevalent as a busi-
ness-critical communications tool, and with its use come new security chal-
lenges for businesses around the world [3]. The security concerns with the
use of IM are myriad and range from technical vulnerabilities, such as client
buffer overflow attacks, to inappropriate usage risks, such as the leakage of
intellectual property. This book is designed to help you fully understand,
prepare for, and mediate current IM security risks in today’s ever-changing
network environment. We will address the potentially costly security chal-
lenges that IM brings to the workplace and home. As with our recent books
on Wireless and VoIP security, this book will provide a holistic approach to
IM Security in that it covers both the fundamentals and advanced topics of
IM technology, with a specific focus on IM security, architecture, and man-




1.3 Whatls IM?

agement. As such, this book is appropriate reading for both the IT profes-
sionals and laypersons who have an interest in secure IM communications
use in the workplace or at home.

1.2 What to Expect from This Book

IM Security will teach you how to mitigate security risks inherent to IM and
its costly challenges while maximizing its business potential. This book is an
essential and timely source of information to help both you and your orga-
nization secure this rapidly growing and ubiquitous technology.

1.3 What Is IM?

»

Figure 1.1
1CQ Lite Edition
with Xtraz.

IM is an Internet protocol (IP)-based application that provides convenient
communication between people using a variety of different device types.
The most familiar form today is computer-to-computer instant text mes-
saging, but IM also can work with mobile devices, such as digital cellular
phones, and can incorporate voice or video [4].
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IM and Its History

In our fast-paced world there are times when even the rapid response of e-
mail is not fast enough. There is no way for you to know if the person you
are sending e-mail to is online at that moment. This is one of the reasons
why IM has gained popularity, acceptance, and become a desired tool in the
workplace. IM provides us with the ability to maintain a list of people,
often called a buddy list or contact list, whom we want or need to interact
with. IM monitors our list of people and their status of being online or
offline. If they are online, we can send messages back and forth. Businesses
today are increasingly viewing IM as an excellent productivity and commu-
nication tool that complements voice mail and e-mail. In order for there to
be complete acceptance, there needs to be specific security, accountability,
and uniformity among IM solution providers. There needs to be policies
that protect critical organizational interests and comply with federal man-
dates and regulations. Corporations want IM solutions that provide seam-
less security, full audit trails, identity controls, and administrative controls.
Most corporations agree that message encryption is essential.

There are three basic types of IM, as follows:

1. Public messaging
2. Enterprise messaging
3. Wireless messaging

In 1987, a computer scientist at MIT developed an instant-messaging
program called Zephyr in order to provide a system that was faster than e-
mail, which had begun to be bogged down, so that urgent messages
regarding the school’s network and server could be received instantly in
case, for example, the school’s network server was going down. Soon, stu-
dents adopted Zephyr as a form of easy communication that could be used
while they worked at their computers. This technology was quickly
adopted by other universities, and the simple early warning system that
Zephyr was originally designed to be was repurposed, becoming a popular
tool of conversation and information exchange called IM. IM as we know
it today was created in July 1996 by four young Israeli entrepreneurs. Yair
Goldfinger, Arik Vardi, Sefi Vigiser, and Amnon Amir, started a company
called Mirabilis in order to introduce a new way of communication over
the Internet. They created a technology that would enable Internet users to
locate each other online on the Internet and create peer-to-peer communi-
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Figure 1.2
1CQ™Pro,

cation channels easily. They called their technology ICQ (I seek you) and
released it in November 1996. Within six months, 850,000 users had been
registered by Mirabilis. By June 1997, Mirabilis was able to handle
100,000 concurrent users and had become the world’s largest Internet
communications network. Mirabilis and ICQ were acquired by America
Online, Inc., in June 1998 for $287 million. AOL had also created its own
Instant Messenger system. By that time, Microsoft had created its own IM
client and service, MSN Messenger, and another Internet heavyweight,
Yahoo!, created one as well. Because IM services evolved from proprietary
systems created by companies to make a profit, their systems remain
unable to interoperate because of the desire to control the IM market.
AOL and ICQ), even though owned by the same company, are not interop-
erable. ICQ currently has two clients: ICQ4 Lite Edition with Xtraz (Fig-
ure 1.1) and ICQPro™ (Figure 1.2) [5,6].

The AOL and ICQ clients cannot communicate with one another, and
AOL maintains both systems and market dominance in the IM field. All
this may change soon. Conditions of the AOL-Time Warner merger
required AOL to open up its IM systems [7]. In its analysis of IM, the FCC
concluded that the merger would combine an essential input of AOLs
dominant IM service and future IM-based services—chiefly, the Names and
Presence Directory (NPD)—with assets of Time Warner, including its cable
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facilities and Road Runner ISP. An IM provider’s NPD consists of a data-
base of its users’ unique IM names, their Internet addresses, and a “presence
detection” function, which indicates to the provider that a certain user is
online and allows the provider to alert others to this information. The FCC
noted that these features created a market with strong network effects.
AOL, with by far the largest NPD, resisted making its IM services interop-
erable with other providers’ services. The merger brought Time Warner’s
cable Internet platform and content library under AOLs control and gave
AOL Time Warner a significant and anticompetitive first-mover advantage
in the market for advanced, IM-based high-speed services (AIHS). Potential
AIHS applications include those using streaming video (lengthy, high-
quality, one- or two-way video). The merger would frustrate the objectives
of the Communications Act by preventing the emergence of a competitive
and innovative market for advanced, IM-based services. This would violate
key Communications Act principles, including the further development of
healthy competition in the Internet and interactive services arena. The FCC
did not establish an interoperability protocol. Rather, the FCC’s remedy
requires AOL Time Warner to follow a protocol developed by the industry
or to create a protocol with other IM providers pursuant to contracts. Thus,
the FCC did not create and will not review an Internet protocol.

The FCC imposed an “IM condition” on the merger to avert market
harm now so that it would not be required to regulate IM in the future.
Given AOL Time Warner’s likely domination of the potentially competitive
business of new, IM-based services, especially advanced, IM-based high-
speed services applications, the FCC ruled that AOL Time Warner may not
offer any ATHS steaming video applications that use a Names and Presence
Directory (NPD) over the Internet via AOL Time Warner broadband facil-
ities until the company demonstrates that it has satisfied one of three pro-
competitive options filed by the FCC. AOL Time Warner must file a
progress report with the FCC, 180 days from the release date of the order
and every 180 days thereafter, describing in technical depth the actions it
has taken to achieve interoperability of its IM offerings and other offerings.
These reports will be placed on public notice for comment. The IM condi-
tion was set to sunset five years after the release of the order.

AOL Time Warner was directed to show that it had implemented an
industry-wide standard for server-to-server interoperability. AOL Time
Warner had to show that it had entered into a contract for server-to-server
interoperability with at least one significant, unaffiliated provider of NPD-
based services within 180 days of executing the first contract. AOL Time
Warner also had to show that it entered into two additional contracts with

| Chapter |




1.3 Whatls IM?

1.3.2

significant, unaffiliated, actual or potential competing providers. AOL
Time Warner was given the opportunity to seek relief by showing by clear
and convincing evidence that this condition no longer serves the public
interest, convenience, or necessity because there has been a material change
in circumstances.

Since the FCC ruling, several competing companies have joined
together to advocate an IM protocol similar to those that allow the interop-
erability of e-mail systems. Other companies have taken a different
approach rather than wait for an agreed-upon standard. Jabber is one com-
pany that has created a client program capable of communicating with var-
ious IM systems. In less than two decades, the concept of IM has become
an international tool of communication.

IM as an Integrated Communications Platform

The IM platform can be the basis for true integrated communications by
incorporating additional technology (such as extending it into the wireless
realm with mobile phones and personal digital assistants [PDAs]) or by
adding other means of communication (such as voice chat or video chat).
With the addition of IP telephony (VoIP) capability, the messaging service
can even extend to telephony, making it possible to communicate with any-
one at any time. It can be used as a personal communications portal to cre-
ate a single point of contact for all methods of communication, allowing a
user to initiate any kind of communication from one place, using a single
contact list. Using IM as an integrated communications platform allows for
one-click communication. Instead of having to run through a list of home,
office, mobile, pager numbers, and e-mail addresses, someone trying to
reach another person can simply click on that person’s name. It also enables
users to control how others communicate with them. If they prefer that
calls go to their mobile phones when they are away from the office, they can
set their profile so that the system directs calls that way. The system would
route communications according to that person’s preferences. When addi-
tional features such as integrated communications, reachability, and com-
munications profiles are part of IM, the market for IM will increase from
personal to professional use, creating better business markets for messaging
services and making these services more of a revenue-generating opportu-
nity for service providers [8].
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Common IM Application Approaches

An IM service can be either network-based or device-based. We will discuss
each in the following paragraphs.

Network-based Approaches

In a network-based approach, user information is stored on a network-
based server, so users have access to the same customized services and infor-
mation, regardless of how they access the system. Client software will have
to be loaded on devices used to access the service, but the same contact list,
addresses, and other personal information will be available whenever users
log in to the system. If a change is made to information, that change will
then affect all the devices that user uses. Users have the same information
and the same services whether logging on from their home computers,
office computers, or mobile phones. Because this information is located
centrally, users also have the option of updating their own information for
all other users. For example, if Lois changes her e-mail address, she can
make that change in the system. Then everyone who has Lois on their con-
tact list will automatically have their contact lists updated the next time
they log in to the system. Lois won't have to send an e-mail to all her con-
tacts asking them to change her address on their contact lists [9].

Device-based Approaches

In the device-based approach, user information is located on the device used
to access the system and the user downloads a client application to the
device, most likely a computer. The user’s list of contacts and other prefer-
ences specific to the user are saved on that computer. When a user accesses
the system from multiple devices such as a home computer and an office
computer, the same user information will have to be created on each device;
this will also require a manual change on both computers in the case where
information such as an address on the contact is changed. The user won't
have access to personal contact lists or other personal information if the user
accesses the system as a guest from a device that normally is not used [10].

Who Uses IM?

Recent Survey Trends

IM consumers generally use one of four publicly available IM networks:
America Online’s AIM, ICQ, MSN Messenger, and Yahoo! Messenger (Fig-
ure 1.3). A recent survey by AOL has shown that 90 percent of surveyed
teens and young adults, 48 percent of those aged 55 or over, seven out of
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Figure 1.3

IM consumers use
one of the four IM
networks: AOL
AIM, ICQ, MSN
Messenger, and
Yahoo! Messenger.

MSN Messenger ?
AOL AIM ?

1ICQ?

Yahoo Messenger ?

ten 22- to 34-year-olds, and 55 percent of adults aged 35-54 use IM at
home, at work, or on any number of mobile devices. According to the sur-
vey, the top ten markets for IM are New York, New York; Miami, Florida;
Chicago, Illinois; Philadelphia, Pennsylvania; Orlando, Florida; Dallas Fort
Worth, Texas; Atlanta, Georgia; Washington, DC; Los Angeles, California;
and Houston, Texas [11]. It is clear from these survey results that IM has
become a mainstream application and is part of the fabric of our daily lives,
enabling communications for both personal and professional use.

Corporate Usage

Twenty-seven percent of all IM users say they use IM in the workplace, a 71
percent increase over last year, and 43 percent of employed IM users say
they use desktop IM to communicate quickly in the workplace. Nineteen
percent of IM users now send IMs or SMS text messages from mobile
phones and PDAs, as compared with 10 percent who did so last year.
Thirty-two percent of these mobile messengers say they stay in touch with
coworkers via mobile IM or SMS text messages while on business travel.
Seventy percent of business users send instant messages while at work to
communicate with colleagues, 63 percent say they send IMs to get answers
and make business decisions, 34 percent say they use IM to interact with
clients or customers, and 11 percent say they have used IM at work to avoid
a potentially difficult in-person conversation [12] (Figure 1.4).
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Home Usage

In the at-home market, AOLs Instant Messenger (AIM) is the most popu-
lar, MSN Messenger is second, Yahoo! Messenger is third, and with ICQ is
fourth. Last year’s AOL survey indicated that 90 percent of those surveyed
send IMs to keep in touch with family or friends, 28 percent use IM to
share photos, 22 percent to set up weekend or evening activities, 14 percent
to play games, and 11 percent to get to know dates better [13].

Criminal Usage

E-mail and IM have provided a faster, more efficient, and often more con-
venient form of peer-to-peer communication. However, along with new
methods of communication, there has emerged a new medium for crimi-
nals. Criminals have found it easier and often safer to communicate via e-
mail and IM as opposed to the telephone, because this avoids the possibil-
ity of wiretaps. The anonymous, ubiquitous, and document/photograph
attachment capabilities of IM make it an attractive medium for criminal
use such as:

m  Computer intrusion (i.e., hacking)

m DPassword trafficking

m  Copyright (software, movie, sound recording) piracy
m  Theft of trade secrets

» Trademark counterfeiting
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= Counterfeiting of currency
»  Child exploitation

m Internet fraud

m Internet SPAM

m Internet harassment

m Internet bomb threats

» Trafficking in explosive or incendiary devices or firearms over the
Internet

All suspicions or knowledge of these types of criminal activities can be
reported to the Department of Justice at http://www.usdoj.gov/criminal/
cybercrime/reporting.htm.

IM can also be used as a communications vehicle for criminals and as a
means by which the transfer of documents for use by terrorists, drug traf-
fickers, and industrial or state espionage can take place. Perhaps the most
troublesome and highly reported use of IM for criminal activity has been its
use for child exploitation. Today, companies are compelled by law to act on
IM logs as evidence, just as with e-mails. In the state of Vermont, for exam-
ple, the Vermont Supreme Court affirmed a conviction based on IM evi-
dence [14]. The appellate court affirmed the trial court’s finding that IM
text was sufficient evidence to support the defendant’s conviction of incite-
ment and attempt to use a child in a sexual performance. The state intro-
duced evidence recovered from a computer forensic examination of the
computer system and floppy disks taken from the child’s home. The com-
puter forensic expert recovered text from IM conversations in which the
defendant discussed with the child’s mother a plan to have a lewd photo
shoot. At trial, the expert noted that IM is not usually saved on a computer
and that saving it to floppy disks required “concentrated effort.” Based on
the IM evidence, the jury found the defendant guilty. The defendant
argued that the IM text was “meager evidence” of guilt, since the text had
allegedly been altered and edited. The court rejected this claim, finding that
the retrieved electronic conversations, together with witness testimony,
offered ample evidence to support the jury’s findings.

Law enforcement officers worldwide are dealing with the growing prob-
lem of major criminal activity that is taking place in chat rooms, IM applica-
tions, and e-mail. These modes of communication have given predators and
pedophiles access to online playgrounds where they find children to exploit or
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molest. The Internet has provided these criminals with a means of communi-
cating with millions of children. The fact that they have anonymity means
that they are free to pose as anyone they want to impersonate [15,16].

What Are the Advantages of Using IM?

Presence awareness is one of the key attributes of IM software that enables it
as a real-time communication tool for individuals so they can quickly see
who of their contacts are online and available and can then establish imme-
diate real-time communications with them. Depending on the particular
IM tool they are using, after the connection has been made, they can invite
others into the conversation to have a group conversation; have a voice con-
versation; use video (in one-on-one conversations); transfer files; share
applications running on their desktop; share a whiteboard; save the tran-
script (by copying and pasting) for later review; or set their status to busy,
away, or offline if they don’t want to be disturbed . . . all in real time.

Instant (Message) Communications

IM users can query available colleagues instantly while on a conference call
or making a sales call, which increases employee productivity. Through the
use of presence, the user can tell which colleagues are available to help solve
a problem or provide information immediately, which means IM helps
reduce response times.

Remote teams can have interactive communication more cost efficiently
across disparate locations communicating in real time through IM. It
reduces the use of other, more costly means of communications, such as the
excessive use of long-distance phone calls and voice mail caused by phone
tag. Presence management tools can automatically indicate who is online
even across organizational boundaries and geographic regions. Automatic
activity detection can update a user’s presence information without user
input. Users can add customized text messages to presence status to more
accurately describe their availability or location. In addition, they can
choose to be “invisible,” which enables them to see the presence of others
but not appear online.

Enhanced Customer Service

IM and presence awareness add great value to call center and customer ser-
vice operations. When customers call in for assistance, they no longer have
to wait for a customer service representative while being put on hold and
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listening to elevator music. Instead, they can work on other things and will
be alerted when a customer service representative becomes available.

When customers or prospects can't find information on a Web site, their
first impulse is to call the toll-free number, which is costly for the recipient.
In contrast, an automated answer delivered by an IM query costs just a frac-
tion of an answer delivered by a human speaking on a toll-free line. For
online shoppers, they can get quick answers without resorting to the phone
or to e-mail. IM can provide an alternative for business help lines, and cus-
tomers can use it while remaining online. The use of IM is also advanta-
geous for those customers with a single phone line, who cannot shop online
and call customer service simultaneously. This use of IM can help in pre-
venting a business from losing customers because their attention is inter-
rupted outside the store’s online environment simply to make a phone call.
IM can also automatically create a written transcript of the dialog between a
customer and a customer service agent. Written transcripts are easier to
archive and search than voice recordings, so businesses can use them to
monitor customer interactions for quality control. It is also easier for a ser-
vice agent to cut and paste scripted answers to frequently asked questions
through the use of IM, while also giving a better impression of a personal
response than through e-mail or from a Web site.

Improved Employee Productivity

IM has evolved from a novelty to an effective way to communicate with
colleagues in diverse geographies. As a real-time IM solution, IM enables
companies to communicate and make better decisions faster by integrating
presence and communication capabilities into their business applications
and processes. Users can also see when a colleague is at his or her desk and
can send an instant message to that person, rather than pick up the phone
or walk to the colleague. This option is especially helpful for international
communication because employees can contact others, even in other coun-
tries, without incurring hefty long-distance telephone charges. IM also
allows a meeting participant to get additional information from a coworker
without interrupting the meeting. IM provides employees the ability to
communicate and make more informed decisions more quickly by integrat-
ing presence and communication capabilities into the company’s applica-
tions and processes.

IM allows desktop support or technically savvy users to help others on
the network through the use of its remote assistance functionality. This abil-
ity to share knowledge helps people get back to business quickly and keeps
small issues from halting productivity in the workplace. This also provides
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increased customer satisfaction from users, because they know that the
other person is there and working with them simultaneously. Additional
features, such as the whiteboard utility, enables users to share their ideas
dynamically and graphically. Users can work together to sketch and outline
their ideas across the continents in real time, leading to improved produc-
tivity and faster decision making.

Ease of Multitasking

IM takes multitasking to a new level. IM provides a vehicle of communica-
tion unique from a voice conversation that might be had in person, over the
phone, or via teleconference. IM is also distinctly different from e-mail,
written mail, or other non-real-time modes of interaction and can provide
the best of both for information exchange. IM provides this revolutionary
new way of multitasking to the users by allowing two or more participants
to simultaneously contribute their thoughts, reading responses and calculat-
ing replies. Employees can be on conference calls and simultaneously ask
for additional information or for project status without leaving the conver-
sation, while also managing several IM windows for online Web research.

Greater Accountability for Off-site Employees

We have stated that presence is a key feature of IM. It provides the ability to
see when someone is online and available to communicate with applica-
tions. Through presence, a manager can use the IM system to see if off-site
workers are online and available for a conversation.

Comprehensive Features

IM can provide a rich feature set of real-time communication capabilities to
include text chat, VoIP conferencing, application sharing, and remote con-
trol—all within a secure, centrally managed framework. Comprehensive
IM features also enable the timely delivery of business communications,
and IM improves productivity by reducing the delays traditionally associ-
ated with e-mail, phone, fax, and voice mail, with add-ons such as VoIP
conferencing to enhance interactions between employees, customers, and
vendors—both person-to-person and group-to-group.

The comprehensive feature set of an enterprise-level product will extend
beyond traditional IM and usually includes text-based chat conferencing,
presence management, application sharing, advanced encryption for secu-
rity, VoIP conferencing, and Citrix and Terminal Server support. In addi-
tion, strong administration capabilities must be included for corporate
users, such as a comprehensive set of tools to manage the IM function as
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part of the network and enable the IT manager to remotely control the
entire IM infrastructure. Advanced IM system administration features, such
as remote control, enable help desks to interact with the end-user’s com-
puter from a remote location, allowing quicker resolution of support issues.
Some applications allow administrators to manage their entire IM infra-
structure from anywhere in the world.

Cost Savings on Long Distance and Travel

IM provides the ability for multiple people to join in real-time conversation
without incurring the expense of air travel and group conference calls,
which can cost hundreds or thousands of dollars or more. Team members
can converse with one another by IM all day and, when necessary, all night
about work in progress. IM allows employers to give employees the option
to work and live wherever they want as road warriors, local field staff, or
telecommuters by staying “on IM.” Companies that have overseas employ-
ees, partners, or customers may also find IM particularly cost effective.

Access to Content

The ability to access and interact with content is an essential component of
IM. This has become both a major attraction and a security risk for IM.
Rich media features are currently supported on nearly every IM platform
used today. Exchange of pictures, slides, video clips, and other types of
media are commonplace and can enrich the IM user experience—often at
the cost of security breaches that spread virus-laden content across the IM
user community. Caution must be taken to prevent such catastrophes from
occurring within a corporate environment.

Elimination of Phone Tag

It is estimated that between 40 percent and 60 percent of business phone
calls are unsuccessful, because callers fail to reach the called parties when
they are busy or away from their desk [17]. Presence management features
of IM significantly mitigate the risk of phone tag and provide for more
productive communications to take place. The integration of IM and
presence management has enabled a caller to know when a person is
present even if he or she is using a handheld or other portable device.
Individuals can both communicate with others and be connected with cli-
ents and coworkers when they are in airplanes, airports, hotels, rental
cars, conferences, and so on.
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More Responsive Conversations and Collaboration

There is an increasing need for people to work together on the different
aspects of data and documents. Such collaboration often starts with several
people authoring, editing, and reviewing a document at the same time. The
technology of IM real-time communications has made it possible to have a
framework in which multiple people, sitting in different locations, can
communicate and collaborate together in a (nearly) seamless way.

What Are the Risks of Using IM?

Although IM has significant advantages, including ease of use and instanta-
neous communication, it also provides a significant security risk. Unfortu-
nately, proper security reviews are usually the last thing to be incorporated
into the development and deployment of new technology this is certainly
the case with IM. Public IM providers originally developed instant-messag-
ing software to expand their consumer services. Consumers liked the conve-
nience it offered and the fact that is was free, so they quickly adopted it.
Business employees wanted to use IM’s advantages, so they began down-
loading and using the software (often without permission).

IM poses significant risk to business users. IT departments typically do
not have control over each employee’s desktop and often dramatically
underestimate the number of workers who are using IM and the ease with
which employees can deploy it. As the unmanaged use of consumer IM cli-
ents proliferates, the potential for harmful consequences increases. IM-
delivered viruses, IM spam (a.k.a., SPIM), lack of communication audit
trails (required of financial services firms), and the unchecked dissemina-
tion of proprietary company information are some of the dangers associated
with uncontrolled IM use.

Content Concerns

Public IM products generally contain no provisions for message logging,
confidentiality, or security. IM protocols are generally very difficult to con-
trol with existing network security products, because they were designed to
allow communication between consumers across the public Internet under
any possible configuration. Attempts by administrators or security person-
nel to block IM traffic by closing firewall ports will fail, because most of
these applications are “port agile,” often rolling over to other ports that
must remain open for users to access the Internet.
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Regulatory Issues

Just as with e-mail, IM is also regulated by government and industry regula-
tory requirements governing content, privacy, and retention. Logging IM
content has emerged as either a business need or a regulatory requirement
across several industries. For instance, the Securities and Exchange Com-
mission (SEC), NASD, and NYSE require U.S. brokerages to retain and
archive all digital communications with customers for periods up to six
years. The SEC also mandates that all communications with external
investment banking clients be logged and analyzed for potential securities
trading violations. Similar regulatory issues apply to the pharmaceutical and
petrochemical industries. Logging is a critical business need for call center
operations, as well as an operational requirement for government and
defense systems. Without the ability to properly control and log IM ses-
sions, financial organizations find themselves unable to meet regulatory
compliance. As a form of e-mail, IM creates a written business record that
can be subpoenaed and used as evidence in litigation or regulatory investi-
gations. The Zubulake v. UBS Warburg case [18] was a landmark series of
rulings that focused on cost-shifting and its effect on the management of e-
mail and IM. On May 13 and July 24, 2003, U.S. District Court Judge
Shira A. Scheindlin (§.D.N.Y.) issued orders [19] that could significantly
impact the developing issue of which party must bear the costs of restoring
and producing “inaccessible” electronic data, such as e-mails, that have
been deleted from an active system.

The Zubulake case was a gender discrimination case, where the court
confronted the question of whether UBS Warburg should be required to
spend approximately $450,000 to restore and produce e-mails that existed
only on its backup tapes. In the first instance, UBS Warburg argued that
the plaintiff should bear the cost if UBS Warburg were required to do so. In
its May 13, 2003 order, the court found that “inaccessible” e-mails are gen-
erally discoverable so long as they are relevant to the plaintiff’s case. A new
three-step analysis was adopted by the court to determine whether it would
be appropriate to shift the costs of the production to the plaintiff:

1. The data at issue must be categorized as either (a) “accessible,”
such as information that is active online or near online and
immediately retrievable, or (b) “inaccessible,” such as data that is
stored on backup tapes like deleted e-mails. Cost-shifting is only
typically appropriate for “inaccessible” data.
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2. Before considering cost-shifting, the court should conduct a fac-

tual analysis to determine which information may be found on
the inaccessible media. One way to accomplish this is to require
the responding party to restore and produce responsive docu-
ments from a small sample of the backup tapes. In the Zubulake
case, the court required restoration and production of five backup
tapes of the plaintiff’s choosing.

3. The court should apply the following seven factors (in order of

importance) as a guide to help determine whether the requesting
party’s discovery needs are outweighed by the burdens of the pro-
duction:

a. The extent to which the request is specifically tailored to
discover relevant information

b. The availability of such information from other sources

c.  The total cost of production, compared with the amount
in controversy

d.  The total cost of production, compared with the
resources available to each party

e. The relative ability of each party to control costs and its
incentive to do so

f.  The importance of the issues at stake in the litigation

g. The relative benefits to the parties of obtaining the
information

After reviewing the sampling of the backup tapes and applying its new
seven-factor analysis, on July 24, 2003, the court shifted 25 percent of the
cost of restoring e-mails from backup tapes to the plaintiff, but the court
found that none of the production costs, such as attorney time for review-

ing the data, could qualify for shifting.

In the Zubulake case, the cost of restoring the backup tapes was approxi-
mately $175,000, while the estimated cost of producing them was
$273,649. Since the production costs of large volumes of documents will
often dwarf restoration costs, the judge’s decision to shift only the cost of
restoring backup tapes, and not the costs of production, to include the
attorney reviewing time, was significant. Even where it is appropriate to
shift the entire cost of restoring backup tapes to the requesting party, the

| Chapter |




1.3 Whatls IM?

judge ruled that the producing party must bear the costs of reviewing the
documents before the production [20].

What does this judgment mean to a corporation and its management of
e-mail and IM? If this case becomes a precedence in future rulings, the con-
sequences could be as follows:

m  Despite the enormous attorney review time that is often associated
with searching active e-mail servers for responsive documents, the
cost of searching and producing accessible data must be borne by the

producing party.

»  Zubulake showed us that even if a corporate defendant can succeed in
convincing the court that some cost-shifting is appropriate, the
defendant still must bear the entire cost of review and production, as
UBS Warburg was required to.

m  The burden will be great where regulations require a corporation or
its employees, such as in the securities industry, to retain e-mails for
relatively long periods of time.

n The Zubulake decisions will also increase the burden on corporate
parties with respect to searching backup media, such as e-mail
backup tapes.

m  Careful consideration must be given to any corporate electronic doc-
ument retention program, especially with respect to the protocol for
scope and duration of backup of e-mails and e-mail, like systems,
including IM and PDA-type communications. All of these backup
tapes are fair game for discovery, and it appears that the attendant
costs of that discovery will fall primarily on the producing party.

The Zubulake v. UBS Warburg LLC case showed that rulings on lost or
destroyed electronic data could mean significant sanctions. In a continua-
tion of this case, in a later ruling on October 22, 2003, U.S. District Court
Judge Shira A. Scheindlin (S.D.N.Y.) issued a fourth ruling [21] that is rel-
evant to corporate electronic data preservation practices. In the previous
ruling on July 24, 2003, the court ordered the parties to share costs of
recovering relevant e-mails contained on UBS Warburg’s backup tapes.
During the process of restoring the e-mails, the parties discovered that cer-
tain of the tapes were missing and that certain isolated e-mails had been
deleted from the system after being saved, while others had not been saved
at all. In response to this discovery, Zubulake moved for sanctions against
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UBS Warburg to include the full costs of restoration, an adverse inference
instruction with respect to the backup tapes that were missing, and the
costs of redeposing some individuals concerning the issues raised in the e-
mails. In this latest ruling, the court declined all but one of Zubulake’s
sanction requests, ordering UBS Warburg to pay only for the costs of rede-
posing certain witnesses. The court ruled that UBS Warburg had a duty to
preserve the e-mails in question and had breached this duty by failing to do
so and, as a consequence, the judge formed a standard to determine when
the duty to retain documents arises and which documents must be retained.
The court recognized that even when faced with litigation, a company does
not need to preserve every electronic document and summarized a com-
pany’s preservation obligations as follows:

m  Once a company reasonably anticipates litigation, it is its duty to pre-
serve documents, and at that point, it must suspend its regular poli-
cies and put in place a “litigation hold” to ensure the preservation of
relevant documents.

» “Litigation hold” does not apply to backup tapes that are inaccessible,
such as those maintained solely for the purpose of disaster recovery;
however, if the backup tapes are actively used for information
retrieval, they would likely be subject to the “litigation hold.”

» In the case where a company can identify where particular employee
documents are stored on backup tapes, then the company should pre-
serve tapes that contain the documents of “key players” in the existing
or threatened litigation, unless the information is available elsewhere.

In Zubulake IV, the court found that all but one of the elements for an
adverse inference instruction existed. Those elements included:

1. The party with control over the evidence had a duty to preserve it.
2. The evidence was destroyed with a “culpable state of mind.”
3. The evidence was relevant to the party’s claim or defense.

The court found that UBS Warburg breached its duty to preserve the e-
mails and that the bank’s negligence in destroying the data was sufficiently
culpable conduct. The only element missing was evidence that the
destroyed e-mails had specific relevance to Zubulake’s claims. The court
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ordered the bank to pay for the costs of redeposing certain witnesses,
because UBS Warburg had breached its duty to preserve the e-mails in
question. UBS Warburg narrowly missed a much more serious penalty—an
adverse inference instruction to the jury—authorizing the jury to infer that
the destroyed evidence would have been favorable to Zubulake and harmful
to UBS Warburg; however, the court had no reason to believe that the evi-
dence would have been harmful to UBS Warburg in this case. Although
UBS Warburg avoided the extreme sanction of an adverse inference instruc-
tion, corporate defendants should take no comfort in this result; however, if
evidence of relevance had existed, the inadvertent destruction of e-mails
may have effectively guaranteed a jury verdict in favor of Zubulake.

Continuing a line of groundbreaking and influential decisions relevant
to corporate electronic data preservation and discovery, on July 24, 2004,
U.S. District Court Judge Shira A. Scheindlin issued a fifth ruling [22].
Although companies and their consul should be familiar with all the rulings
of Zubulake v. UBS Warburg, this ruling is perhaps the most important
because it may significantly affect the way parties to litigation and their in-
house and outside counsel approach electronic document retention.

In this latest ruling by the court, in Zubulake V; the court found that
UBS had not produced e-mails relevant to the plaintiff’s gender discrimina-
tion claims against the company. Previously, in Zubulake 1V, the court
allowed the plaintiff to redepose several key UBS employees after UBS pro-
duced additional e-mails it had recovered and disclosed that certain e-mails
had been inadvertently deleted or written over. But, lacking evidence that
the lost and deleted e-mails were particularly relevant to the plaintiff’s
claim, the court declined to grant an adverse inference jury instruction,
which would authorize the jury that eventually hears the case to infer that
the destroyed evidence would have been favorable to Zubulake and harmful
to UBS. During the redepositions ordered by the court in Zubulake 1V, the
plaintiff uncovered evidence that a few UBS employees had inadvertently
deleted e-mails that were relevant to her claim. The plaintiff also discovered
that responsive documents that existed at the time of her document
requests were produced late because counsel had never specifically asked for
their production.

As a result, Zubulake once again moved for sanctions against UBS,
renewing her request that an adverse inference instruction be given to the
jury. This time the court granted the request. At trial, the jury was
instructed, in part, as follows:
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If you find that UBS could have produced this evidence, and that the evi-
dence was within its control, and that the evidence would have been mate-
rial in deciding facts in dispute in this case, you are permitted, bur not
required, to infer that the evidence would have been unfavorable to UBS.

The court also required the company to restore additional backup tapes,
awarded the plaintiff any costs associated with redeposing witnesses, and
awarded the plaintiff the costs associated with the motion for sanctions.
While the court found UBS’s counsel shared some blame for the company’s
failure to preserve and produce e-mails, the court did not sanction counsel
[23]. The court found that UBS and its counsel could have done more to
preserve and produce the relevant documents but also acknowledged that
UBS’s in-house and outside counsel had properly instituted a “litigation
hold,” which suspended the company’s document retention policy. Indeed,
counsel had issued “litigation hold” instructions before and after Zubulake
filed her complaint and had repeated the instruction several times. More-
over, outside counsel had made clear that the hold applied to backup tapes
as soon as the tapes became an issue in the litigation. Outside counsel also
communicated directly with many of the key players in the litigation.
Finally, outside counsel directly instructed most (but not all) UBS employ-
ees to produce copies of their active computer files.

Despite these efforts, however, Judge Scheindlin found that UBS did
not fully satisfy its duty to locate relevant information in its possession and
failed to take necessary steps to ensure that relevant data was retained. Even
though both in-house and outside counsel had sent numerous “litigation
hold” memoranda, certain UBS employees had failed to retain relevant e-
mails. The court found that counsel should have communicated better with
a key employee about how she “archived” her e-mails in a separate active file
on her computer so that the employee could have been asked to produce
those files. In addition, the court ruled that counsel should have directly
communicated the “litigation hold” instructions to several key employees,
should have directly asked certain additional employees to produce files,
and should have put better protections in place for backup tapes so that
they would not be inadvertently recycled. The clear lesson of Zubulake V' is
as follows:

In short, it is not sufficient to notify all employees of a litigation hold and
expect that the party will retain and produce all relevant information.
Counsel must take affirmative steps to monitor compliance so that all
sources of discoverable information are identified and searched.
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This instruction will likely change the standard practice of many lawyers
and clients who have, until now, assumed that issuing a “litigation hold”
memo at the outset of a case satisfies their obligation in this area. What are
the “affirmative steps” contemplated by Judge Scheindlin? According to her,
the best way for counsel and parties to avoid spoliation claims is to do the

following [24]:

1. Issue and reissue a “litigation hold.” As explained by the court
in both Zubulake 1V and Zubulake V; a party that “reasonably
anticipates” litigation must suspend its regular policies and put in
place a “litigation hold” for relevant documents. This “litigation
hold” would generally apply to “accessible” backup tapes (i.e.,
those actively used for information retrieval) but not to “inacces-
sible” backup tapes (e.g., those typically maintained solely for the
purpose of disaster recovery at a remote location). Counsel must
reissue the hold so that new employees are aware of it and so that
it is fresh in the minds of all employees.

2. Locate all sources of relevant information. Once the “litigation

hold” is in place, a party and counsel must endeavor to identify
all sources of potentially relevant information. To do so, counsel
should become familiar with the party’s document retention poli-
cies and computer system. This will require affirmative communi-
cation and coordination with IT personnel, as well as key players,
in order to understand how documents are stored at both the
institutional and individual levels. While much of the preserva-
tion can be done at the system level by the I'T personnel at a firm,
counsel must directly interface with the key players to ensure that
their individual electronic records are preserved. For example, an
employee’s individual archive system may contain documents
long ago deleted from the company’s general system (e.g., e-mails
saved to a local archive that no longer are retained because of
recycling of backup tapes). Therefore, one cannot rely on backup
tapes and fail to pursue individually retained electronic materials.

3. Ensure continual preservation and production. Once the
sources of potentially relevant information are located, counsel
must take several additional steps to monitor the preservation of
that information. Counsel must clearly and directly communicate
the preservation duty to IT personnel and key players and must
remind them of it periodically in a manner that will ensure pres-
ervation of relevant material. In addition, counsel must directly
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instruct employees to produce copies of their relevant active files.
Counsel cannot simply assume that employees will do so.

In the growing literature on electronic document production, the Zubu-
lake opinions are undoubtedly among the leading authorities, at least at the
district court level. We note, however, that Judge Scheindlin has set a
demanding standard for parties and counsel. Other courts may not agree
fully that the duties addressed by Judge Scheindlin extend quite as far, and
definitive guidance will have to await further development in the courts
(particularly appellate courts). If courts uniformly adopt an exacting stan-
dard similar to Judge Scheindlin’s, the burdens of electronic discovery will
fall especially hard on the securities industry, where regulations mandate the
retention of business-related e-mails and IM longer than is customary for
most companies. In any case, corporate defendants and their counsel
should consider themselves on notice: Failure to comply with the obligation
to preserve and produce electronic data may result in harsh monetary sanc-
tions and damaging adverse inference instructions.

Security Breaches

According to research firm Gartner, over 70 percent of corporate employees
depend on IM for business communications despite the fact that, according
to Nemertes Research, 70 percent of I'T executives claim to have banned the
use of commercial IM services in their organizations. Authorized or not, IM
is being used on most networks, and it poses a serious security threat if left
unchecked. Gartner also recently labeled IM security as one of “five tech-
nologies you need to know,” and research firm Yankee Group called secur-
ing IM one of the top three priorities for I'T managers in 2004. Senior IT
executives overwhelmingly concur, as 62 percent told Nemertes Research
that they worry about IM security [25].

Incompatibility of Communication Software

There is currently a high degree of incompatibility between the different
downloadable IM clients and ISP systems. Unlike the phone and e-mail
systems, IM technology is far from universal. The various competing net-
works have become a complex web of incompatibility in which users of
one system can’t communicate with those on another. There are now seven
major IM networks in the United States and as many as 40 minor ones.
Some allow users to freely send and receive messages from competing net-
works, while others protect their users behind closed walls. For example,
the most widely used public IM network is AOL, with four of every five
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IM users on its two huge networks, AOL Instant Messenger (AIM) and
ICQ. AIM is used by 23 million AOL members, as well as by 61 million
others who have downloaded the free software, which lets them chat with
AOL users.

Monitoring, Retention, and Archiving Challenges

Logging IM content has emerged as either a business need or a regulatory
requirement across several industries. For instance, the SEC, NASD, and
NYSE require U.S. brokerages to retain and archive all digital communica-
tions with customers for periods up to six years. Similar regulatory issues
apply to the pharmaceutical and petrochemical industries. Logging is a crit-
ical business need for call center operations, as well as an operational
requirement for government/defense systems. Pressured by fines and threats
of imprisonment for noncompliance with federal and state regulations, IT
executives are cautiously deploying systems that archive their e-mail and
instant-messaging communications. Specific language in the Sarbanes-
Oxley Act of 2002 says, in part:

Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsi-
fies, or makes a false entry in any record, document—uwith intent to
impede—shall be fined under this title, imprisoned not more than 20
years, or both.

A variety of regulations are causing organizations to look at e-mail
archiving. Among the regulations that affect public companies are Sar-
banes-Oxley, the Heath Information Portability and Accountability Act of
1996 (HIPAA), and the Uniform Electronic Transactions Act, which says e-
mail can be used to form contracts. In addition, the threat of a lawsuit for
offensive comments or behavior or for corporate wrongdoing is a concern.

It is a difficult task to decide which e-mail needs to be archived, involv-
ing the assessment of different business units in a company and deciding
not only which department but also which employee e-mails need to be
retained. Although some companies fearing litigation elect to archive all e-
mails, others will either delete everything on a regular basis and eliminate
incriminating evidence that might arise during a legal action; keep every-
thing long term, including all the nonessential information; or keep only
the most important types of information. Other issues can arise even after a
decision has been made as to what is to be retained, such as users reaching
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their mailbox size quota and erratically deleting messages or saving them to
personal file folders.

False Sense of Security Regarding Retention

Logging of IM has become a reality, and, as previously discussed, it is
being driven by various regulatory and industry requirements. IM users
can gain a false sense of personal security with regard to the content of
their IM messages, because the message vanishes after it is read and the
window closes; but, in fact, IM conversations can be logged and archived
by a corporation or by the recipient without the knowledge or consent of
the originating party.

Decrease in productivity as chat increases

In terms of productivity, IM is a double-edged sword. Although some com-
panies have found IM to be an indispensable communication tool, other
organizations have identified it as just another distraction for employees by
creating a “virtual water cooler,” which cannot be controlled or monitored.
Many companies want to control the use of IM to ensure that their staffs
are not spending excessive time with personal communications. IM file-
sharing applications can also bog down the corporate network at the
expense of normal business traffic, impacting the response time for employ-
ees and customers and leading to lower productivity.

Rogue Use

The security risks associated with rogue protocols include exposing outsid-
ers to confidential content and/or infecting systems with viruses and open-
ing the corporation to external attacks. Rogue protocol-based applications,
such as peer-to-peer file sharing and IM, allow outsiders to view unautho-
rized information or files. Confidential information can be willfully dis-
closed by employees or captured surreptitiously. For example, with peer-to-
peer file sharing, an employee could unintentionally share access to confi-
dential information on the corporate network or on his or her system. With
IM, the traffic from two communicating employees sitting across from each
other actually travels outside the organization, through a public messaging
server and back to the other employee. Eavesdroppers can intercept instant
messages en route to the recipient. Furthermore, conversations can be
logged indefinitely on a public messaging server, and confidential conversa-
tions can easily be recorded by unauthorized third parties.

With both IM and peer-to-peer file-sharing applications, content can
pass through firewall and virus protection systems, introducing damaging
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viruses, worms, and Trojan horses into the network. These infections can
result in serious damage to important network assets and may even provide
access to or control of employee computers. Some Web browsers have inte-
grated IM, resulting in the potential for attack without even activating the
IM part of the browser. Peer-to-peer file sharing and IM applications that
share files often allow third parties to view the user’s IP addresses, increasing
the risk of an attack.

Applications that use rogue protocols often go unrecognized by IT
departments, making it difficult to enforce corporate and government pol-
icies. In the financial industry, regulators mandate that financial services
companies log all electronic communication with customers, including
instant messages. Because IM traffic is not logged by existing network
security systems, corporations cannot fully comply with regulations.
Enforcing corporate policy is challenging if the activities in question are
undetected. Corporations may not want employees using the network to
transfer music or other files to outside entities. Simply blocking ports will
not solve the usage problem, because IM and peer-to-peer file-sharing
applications scan for open ports and may also tunnel through port 80 (the

port used for Web traffic).

Messages Not Read or Acted upon

IM only has the potential for real-time communication if the recipient is
actually at his or her desk or not otherwise engaged in a phone call or in a
meeting. It is also possible that the recipient has been buried with other
messages that have masked your message or put it at the top of the stack,
where it is possible to go unnoticed (in which case there is a high probabil-
ity that your message will not be read or acted upon).

Misuse of User IDs or Corporate Domain Names

Unlike e-mail, with IM, users can establish their personalities and can use
any name they wish. This is problematic, because it can lead to the misuse
of user IDs and the misappropriation of corporate domain names in a cor-
porate setting. An adversary, such as a competitor, could represent itself as
an employee of a target company and communicate with the company’s cli-
ents under false pretenses, adopt an inappropriate name associated with a
company, or generally spoof any identity within or external to a company.
This is a particularly challenging authentication issue.
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1.4 Summary

IM is here to stay, with its combination of speed, privacy, and convenience;
it can enable new business practices that early adopting end-users love and
that neither e-mail nor the telephone can support. IM is already changing
the way we communicate. IM is changing corporate communications, com-
bining the real-time advantages of a phone call with the convenience of e-
mail. IM is so compelling, it often gets implemented through the back
door, with distributed workgroups downloading public IM clients and
using them without getting approval from corporate IT departments. IM is
a compelling business tool, but if not properly controlled, IM can lead not
only to a decrease in productivity, but also to the inadvertent exposure of
sensitive business information, resulting in serious security risks and further
resulting in regulatory and legal risks. IM programs enable downloading
and exchange of offensive imagery or text with clients or other employees,
exposing your organization to potential harassment lawsuits. Downloading
copyrighted music files or unlicensed software could also expose your orga-
nization to legal action or significant fines. Newly established statutes in the
finance and healthcare industries require that organizations take the appro-
priate steps to ensure that nonpublic customer information is kept confi-
dential. In addition, recent court cases have set a new precedence for the
handling and storage of both e-mail and IM logs. Failure to comply with
these laws can result in steep fines, or even jail time, in addition to the dam-
aging effects it may have on your reputation. With the escalating use of IM
in the enterprise sector, and the growing number of vendors and solutions,
it has become a major challenge for companies to evaluate IM advantages
and balance the cost security with the business needs and advantages.
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How Does IM Work?

In this chapter, we take a long, hard look at IM from a user perspective. We
will also try to relate the user perspective to the technical details that take
place behind the scenes to help you gain a fuller understanding of what IM
is, how it works, and how it is used in both business and personal settings.
This chapter will provide you with a solid understanding of the capabilities
and features of IM software today. It should help you to decide whether or
not IM is right for you, whether or not it is suitable for use in your home or
business, and the benefits (and risks) that using IM brings with it.

2.1 High-Level View of IM

IM is one of the most widely used software applications in the world. In a
recent (August 2004) study [1], the researchers’ findings provided some sur-
prising information:

m Over 53 million American adults now use IM—it is used mostly
among young adults and techno-savvy users.

m Most IM users still use email more frequently than IM; however,
many are turning to IM more often than they do email.

= M is moving into the American workplace. At-work, IM users report
feeling positively about how IM improves workflow and the quality
of the workday. However, some think that the use of IM encourages
gossip, distracts them from work, or even adds stress to the work-
place.

m IM use differs markedly among age groups. Most notably, younger
Internet users employ IM in greater numbers and more ardently than
older generations.
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2.1 High-Level View of IM

2.1.1

m M users often utilize special features of IM programs to enhance
their ability to communicate and stay connected with other IM users.
Yet, they do not spend a great deal of time using exclusionary fea-
tures, such as blocking and removing buddies.

So, what exactly is this phenomenon called IM? A presence and IM sys-
tem allows users to subscribe to each other and be notified of changes in
state, as well as permitting users to send each other short (almost instant)
text messages. The IM and presence model we describe herein consists of
the various entities involved, descriptions of the basic functions they pro-
vide, and, most importantly, precise definition of a vocabulary that can be
used to facilitate discussion. Throughout this chapter, the precise terminol-
ogy that is used within the IM model is presented in all uppercase letters to
help you distinguish between the common vernacular and IM-specific

usage of a given term. The model itself defines two types of services: a
PRESENCE SERVICE and an INSTANT MESSAGE SERVICE.

The Presence Service

The PRESENCE SERVICE serves to accept information, store it, and dis-
tribute it. The information stored is known as PRESENCE INFORMA-
TION. Examples of this type of information would be client status (online,
away, busy, etc.), user name, public profile information, and so on. Basi-
cally, this is what users are allowed to see or know about other users. Let’s
walk through an example of how the process works from a user’s perspec-
tive. In this case, Lois wants to become a SUBSCRIBER to the PRES-
ENCE SERVICE (Figure 2.1).

In order to accomplish this, she must use an Internet Service Provider
(ISP) to gain Internet access and find the PRESENCE SERVICE online.
She may have to download software and install that software on her com-
puter before being able to use the IM service. Figure 2.2 illustrates an exam-
ple of Lois going to the MSN Messenger download Web site and initiating
the download process. Once Lois has successfully downloaded and installed
the client software, she can go through the online sign-up process that MSN
Messenger requires to allow her to subscribe to its PRESENCE SERVICE.

The PRESENCE SERVICE (MSN Messenger in this case) accepts,
stores, and distributes PRESENCE INFORMATION from Lois, who is
now referred to as a PRESENTITY (i.e., a PRESence ENTITY). The ser-
vice may require authentication of PRESENTITIES and/or WATCHERS,
and it may have different authentication requirements for different
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Lois (Subscriber A) connects to her ISP to the Intemel and finds
an IM PRESENCE SERVICE (Such as MSN MESSENGER) to
which she wishes to SUBSCRIBE

PRESENCE SERVER

PRESENTITIES. For example, MSN Messenger currently uses the
Microsoft Passport technology to maintain authentication data for its ser-
vice subscribers. The service may have different authentication require-
ments for different WATCHERS, and it could also have different
authentication requirements for different PRESENTITIES that are being
watched by any given WATCHER.

It is important to note that a PRESENCE SERVICE does not need to
operate on a single, distinct SERVER. The service may be implemented on
multiple servers or it could be operating with direct communication among
a PRESENTITY and one or more WATCHERS. The service may have an
internal structure involving other PRESENCE SERVICES, which may be
independently accessible in their own right as well as being reachable
through the initial PRESENCE SERVICE. The PRESENCE SERVICE
itself may have an internal structure involving multiple SERVERS and/or
PROXIES, as shown in Figure 2.3. There may be complex patterns of redi-
rection and/or proxying while retaining logical connectivity to a single
PRESENCE SERVICE.

The process of using an IM service generally takes a standard sequence of
events. Let’s take a look at a typical example of a person wanting to become a
subscriber to an IM service. In our next example, John has also decided to use
IM. He chose to join an existing public IM service such as Yahoo! Instant
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Messenger, ICQ, or MSN Messenger. He used his ISP to get on the Internet
and find the IM Service he wanted to use at http://messenger.msn.com,
where he created an IM subscriber account and downloaded the IM client
software MSN Messenger) to install on his machine. Once John completed
the install of the software and started the IM client, he was required to sign
on to the MSN Messenger Service, as shown in Figure 2.4.

The process of signing on to the service sets his subscriber status to
OPEN, and the PRESENCE SERVICE updates his PRESENCE INFO
using a PRESENCE TUPLE sent via the PRESENCE PROTOCOL. The
protocol is simply a predefined set of rules each party in the communica-
tions process has agreed to use in order to communicate successfully. The
PRESENCE TUPLE used in this protocol is a set of data in three parts. It
consists of a STATUS section, an optional COMMUNICATION
ADDRESS, and optional OTHER PRESENCE MARKUP data. The
optional presence markup data allows for different service providers to carry
varying data about the subscriber, along with the presence data transmitted

from the PRESENCE SERVICE, to a user. The PRESENCE SERVICE
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maintains all the subscription data relevant to each subscriber of the IM ser-
vice, and it sends notifications of status change to subscribers as those
changes occur.

Once John has authenticated successfully and signed on to the service,
he will immediately begin to receive notifications from the PRESENCE
SERVICE. What happens behind the scenes is that the client software has
initiated a FETCHER (which is one form of a WATCHER) process to
request current status for each contact John has stored in his subscriber
data file. The FETCHER requests PRESENCE INFO regarding the con-
tacts from the PRESENCE SERVICE, which in turn checks its PRES-
ENCE INFO using the PRESENCE PROTOCOL for each contact in

John'’s list of contacts.

Here is what the client software looks like (Figure 2.5) after successfully
signing on to the service. In this case, none of John’s contacts are online.
Note that the presence info for his contacts is displayed as online or offline
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and that there are many options for John to use in order to make the best
possible use of IM.

In order for John to receive such change notifications, the software must
initiate a POLLER (which is yet another form of the WATCHER). The
POLLER is used to make periodic update requests to the PRESENCE
SERVICE for PRESENCE INFO relevant to John’s contacts. The client
software supports many features that allow subscribers to perform online
chat, share files, video, and audio clips, collaborate on a document, and so
on. Enhancements to the basic performance features allow users to display
images of themselves or to use icons to represent themselves. The list of fea-
tures is almost endless, with the number of software products competing
for subscribers, so the consumer/subscriber is definitely the winner in this
case. More features translate to more capability for the user, and those
capabilities are often put to use in creative ways. Online education, train-
ing, or distance learning, as it has been called, is just one of many uses IM
supports today.

An example of the many choices available to a subscriber is shown in
Figure 2.6. Under the Actions menu, a subscriber can choose to send IMs,
files, and photos, begin talking in an audio conversation, send video from a
webcam, or even conduct a video conference. Other features allow interac-
tive game playing with other subscribers, the ability to send email, text, or
images to a mobile device, such as a cell phone or pager, and even to receive
breaking news over IM. There are even more features that allow users to
permit other subscribers to remotely assist in managing their machine, to
share an application between themselves, have a common whiteboard for
presentations, and so on. Sharing a machine is useful in situations such as
with a help desk in a corporate environment, where a user can contact the
help desk via IM and request assistance in using an application, setting
proper user configurations, and so on. The ability for users to share an
application or to share a whiteboard is quite handy when providing presen-
tations over the Internet. Rather than have each person look at an emailed
copy of a presentation, the whiteboard allows all users to see the same pre-
sentation at the same time. The advantage here is that the author/presenter
can be assured that all users are seeing the latest version of the same presen-
tation at the same time. To this point, we have covered the essentials of the
PRESENCE SERVICE. Now, let’s look at the INSTANT MESSAGING
SERVICE.
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Figure 2.6
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The Instant Messaging Service

The INSTANT MESSAGE SERVICE serves to accept and deliver
INSTANT MESSAGES to INSTANT INBOXES. Each client SUB-
SCRIBER (also known as a PRINCIPAL) is set up with an INSTANT
INBOX for instant messages. When an IM is received, it goes into the
inbox and a notification is displayed immediately. The notification itself
may display the message or allow the user to click to see the message. The
notification can usually be set to provide the subscriber with audio or visual
notices (or both). Responses are processed and sent out to the remote party
in the same manner. As an example, let’s assume John has previously down-
loaded and installed the client software mentioned in the previous section.
When he gets on the Internet and logs into the PRESENCE SERVICE,
several things occur. First of all, the act of logging into the PRESENCE
SERVICE establishes John’s status as OPEN and notifies the service that
John is ONLINE and ready to accept notifications. John may choose to
change his visible status to any one of several options available with his cli-

ent software (BUSY, OFFLINE, etc.), but the PRESENCE SERVICE
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maintains his status as OPEN until he logs off, and then it becomes
CLOSED. The PRESENCE SERVICE uses ACCESS RULES to deter-
mine how other subscribers will see John’s presence from their client soft-
ware. John can choose to be “invisible” to all but a few of his contacts, or he
can allow everyone to see he is online and ready to accept notifications.
Once John has successfully logged in, his client software initiates a
WATCHER in the form of a FETCHER to request presence information
about people in his contact list. A POLLER (which is another form of a
WATCHER) periodically checks on presence information for each contact
in John’s list to maintain updated, current status for each of those contacts.
As a contact’s status changes, his or her PRESENCE INFORMATION is
updated at the PRESENCE SERVICE, and that status change is updated
when the next POLLER requests status.

If any of the contacts on John’s list are logged in to the PRESENCE
SERVICE and their status is set to OPEN and their access rules allow John
to see that they are ONLINE, John will receive a NOTIFICATION MES-
SAGE for each such contact. If any of the contacts on John’s list chooses to
set his or her status to BUSY, for example, John would receive a notice that
the person is BUSY, and the PRESENCE SERVICE would apply that con-
tacts ACCESS RULES to prevent other SUBSCRIBERS from sending

notifications to him or her.

The PRESENCE SERVICE manages the POLLER, WATCHER, and
FETCHER requests from all subscribers. Each subscriber uses his or her cli-
ent software, written to use IM and presence protocols, to communicate
with the PRESENCE SERVICE, to update PRESENCE INFORMA-
TION (using PRESENCE TUPLES), and exchange instant messages.
INSTANT MESSAGES are delivered to and from subscribers’ INSTANT
INBOXES as they are sent from one subscriber to another. However, each
message really goes through the PRESENCE SERVICE, has PRESENCE
INFO and ACCESS RULES validated against the recipient subscriber’s set-
tings, and is then delivered based on the recipient subscriber’s INSTANT
INBOX settings. The INSTANT INBOX uses an INBOX USER AGENT
to apply the DELIVERY RULES. What appears to be instantaneous, col-
laborative communication between two subscribers is, in fact, handled
through the PRESENCE SERVICE and has rules applied to both ends as
the messages and notifications are delivered. The transmission of such small
amounts of text, and constant updates of each subscriber’s presence infor-
mation, provides an illusion of a directly connected communications ses-
sion. Much the same way that a telephone connects two talkers in a phone
call, the IM users really don’t care what goes on behind the scenes or how
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2.2

Table 2

1

many switches, routers, hubs, etc., the messages will traverse to get from
John to Lois. So, to make all this work seamlessly, the PRESENCE SER-
VICE and the INSTANT MESSAGING SERVICE operate under known
protocols (REC 2778[2] and RFC 2779(3]) that allow each service to coex-
ist and leverage features offered by the other service through a client soft-
ware package that a SUBSCRIBER installs and uses. Let’s now take a look
at some of the most common IM features available today.

Basic IM Features

The presence and IM model was intended to provide a means for under-
standing, comparing, and describing systems that support the services typ-
ically referred to as IM. The model consists of a number of named entities
(features) that appear, in some form or other, in existing systems. No
actual implementation is likely to have every entity of the model as a dis-
tinct component. Instead, there will almost always be parts of the imple-
mentation that embody two or more entities of the model. However,
different implementations may combine entities in different ways. What
follows is a brief overview of some of the more common features provided
in IM software today. Table 2.1 summarizes each of these features by prod-
uct, comparing four of the most popular IM software products currently
in operation.

The IM features listed in Table 2.1 are described as follows:

Common Public IM Features by Provider

IM Feature AIM MSN YAHOO! ICQ
Instant Messaging v 4 v v
Voice Chat v 4
Video Chat x v v v
Application Sharing X v X X
File Transfer v v v \
File Sharing v X 4 \
Game Requests v X X X
Remote Assistance X v X X
Whiteboard X v X X
IM Images v X X X
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Instant Messaging—(also known as IM) The transmission of HTML-
encoded text from one user to another via an IM service. These messages
generally have no security and are always routed over the Internet.

Voice/Video Chat—A direct connection must be established between two
users to enable voice/video chat. The data is typically transferred via UDP
connections. AIM does not support video chat, but it does support voice
chat (which is handled similarly to its IM images capability).

Application Sharing (NET Messenger)—Application sharing allows a
remote user access to programs installed on another computer. Optionally,
a user may give control of a program to a remote user. If a user accepts the
invitation to share an application, the initiating user may select which pro-
grams he or she wishes to share with the other user. To achieve application
sharing, a direct TCP connection is established between the clients.

File Transfers—File transfers require a direct connection to be established
between users. However, once a file transfer is completed, the direct con-
nection is closed.

File Sharing (AIM, Yahoo! and ICQ)—File sharing allows a user to
browse a selected directory structure and download files. File sharing is an
optional capability that must be enabled in AIM and ICQ before any shar-
ing can take place. However, file sharing is enabled by default in Yahoo!
The connection method for file sharing is the same as for a regular file
transfer.

Game Requests (AIM only)—Game requests are simply requests for
remote users to execute certain external programs, usually games. During
game requests, no direct connection is made with users via AIM. If the
external application or game requires a direct connection, one may be set

up. This feature is not supported in AIM.

Remote Assistance (NET Messenger)—Windows XP Professional and
Home Edition contain the Remote Assistance utility, which allows a remote
user to control another computer. The Remote Assistance feature in .NET
Messenger launches this utility.

Whiteboard (.NET Messenger)—Whiteboard sharing is a way to share a
Microsoft Paint document over a direct connection. It is identical to Appli-
cation Sharing. Starting a whiteboard session with another user is a shortcut
of invoking Application Sharer, then selecting Microsoft Paint as the appli-
cation to share.

IM Images (AIM only)—IM images are sent via a direct connection with
another user. The request is sent to the AIM™ server and is relayed to the
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target user. The request packet used for direct connection contains the
TCP/IP address and port information of the requester. These direct con-
nections reveal the IP address of each participant.

The process of selecting an IM client becomes a bit more complicated
when dealing with hundreds or even thousands of users in an enterprise.
The next section will discuss some of the factors that should be considered
when selecting an IM solution for your company.

2.3 Enterprise Instant Messaging Considerations

2.3.1

Enterprise Instant Messaging (EIM) is quickly replacing consumer-based
IM tools in the workplace. A host of new solutions on the market are
designed specifically with the enterprise in mind, offering internal installa-
tion and control, regulatory compliance, security features, and more. The
process of selecting an EIM solution is now as important as any other pur-
chasing decision [4], according to Maxime Seguineau of Antepo, Inc. In the
following excerpt, he suggests that before you select an EIM vendor, make
sure to ask the following questions:

Does the EIM system require a specific operating system to run?

Does the EIM system require a specific database product to run?

Does the EIM system require a specific directory product to run?

Does your system federate natively with other EIM systems?

Is directory schema extension a prerequisite for the EIM system to operate?

Does your EIM system allow third-party IM clients to connect to your

server?
Does the EIM solution offer built-in compliance and policy management?
Which options are available for remote access and mobile users?

What's my true final cost?
Operating System
If the EIM system is tied to a single operating system, it may be limited in

its ability to grow and change with your organization. Support for multiple
operating systems is very important. If you ever outgrow your installation
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2.3.2

2.3.3

2.3.4

2.3.5

and need to change or scale with a different hardware and operating system
platform, this becomes a crucial gating factor.

Database

Databases are used to store transient presence and IM-related data such as
buddy lists, subscription states, and privacy guards. It’s especially impor-
tant if you want to leverage multiple databases simultaneously for differ-
ent purposes (e.g., archiving, offline messages, presence) that you have
flexibility in selecting storage. Database licenses are expensive and need to
be planned carefully. Last, but not least, your licensing agreement for data-
base licenses might be managed by a different department, and therefore
your EIM system should seamlessly operate with any database choices
today and tomorrow.

Directory Services

Supporting multiple directories is also a critical requirement. Most enter-
prises today rely on a variety of LDAP-based applications to support their
internal authentication and overall policy management rules. The EIM sys-
tem you select should leverage your current directory infrastructure but also
allow for flexibility in future decisions. Should you ever decide to migrate
your directory operations to another vendor, your EIM system should
seamlessly adapt.

Interoperability

An EIM system that only interoperates with itself jeopardizes your ability to
aggregate and federate presence data from third-party products and limits
your ability to remain agnostic with regard to your business partners, sup-
pliers, and affiliates. Make sure your EIM vendor offers native and compre-
hensive federation features—not only with its own products but with other
vendors using XMPP and/or all variations of SIP/SIMPLE.

Schema Change Requirements

Schema extension and any alteration of the corporate directory structure
should be performed with great caution, especially during the trial phase
of the product—in other words, it should be optional, not mandatory.
While it allows more flexibility in the provisioning and management of IM
users, it should be planned as an operational deployment item and
reviewed carefully.
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2.3.6

2.3.7

2.3.8

2.3.9

Standards Based for Third-Party Support

Organizations today have a variety of Windows, Mac, and even Linux desk-
tops. As your deployment universe and the number of devices connected to
your enterprise grows, you will be asked to extend presence and IM capabil-
ities beyond the Windows desktop. Your chosen EIM system should allow
third-party developers to develop client applications through standards-
based protocol connectivity. Proprietary client/server protocol implementa-
tions or unique SDKSs prevent innovation around the system you purchase.

Compliance Management

Many companies require the existence of “walls” between users to meet reg-
ulatory requirements. Make sure this can be achieved via simple configura-
tion and not with additional programming. Being able to rethread archived
conversations without additional SQL programming is vital. Ideally, SMTP
logging should also be an option for integration with standard email/IM
archive systems, archiving all conversations, whether one-to-one or many-
to-many. You will also be well served if policy management is natively built
in, as opposed to being dependent on third-party add-ons. Your EIM sys-
tem should offer message and presence boundaries based on directory
groups, prepopulated contact lists, and filters.

Remote Access

Mobile and handheld users epitomize the value of IM. Be sure to include
these users in your EIM system by providing not only remote desktop
access but also BlackBerry, Palm, Treo, and Pocket PC support. All of the
capabilities of your in-house EIM system should be easily extended to your
mobile workforce.

Cost Considerations

An EIM system should be easy to deploy and grow in your organization.
Adding servers shouldn’t increase your software costs beyond the addition
of extra users. Also, make sure your EIM system can talk to other systems
using different operating systems and/or protocols.
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2.4 An Enterprise EIM Nightmare Scenario

The following situation, reported by Security firm F-Secure [5], discusses a
recent worm transmitted through IM use, named Bropia.A. The worm
spreads through MSN Messenger. Its immediate side effects include dis-
abling the right mouse button of the victim computer and disabling access
to the sound mixer. According to the report, it also deposits a variant of
Rbot, which can gather keystrokes, collect system information, and make a
computer an unwitting spam relay. When run, the worm checks for the
existence of the following files:

m adaware.exe
s VBG.EXE
= iexplore.exe

m Win32.exe

If these files are not found, it drops a file named oms.exe onto the vic-
tim’s system and executes it. This file is a variant of Rbot. When this file is
run, it copies itself as “iexplore.exe” and adds the following registry keys to
the system registry:

[HKLM\Software\Microsoft\Windows\CurrentVersion\Run ]
“iexplore” = “iexplore”

[HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices]
“iexplore” = “iexplore”

This registry edit ensures that the dropped file will be executed the next
time the system is restarted. The bot can also be used as a backdoor, collect-
ing system information, logging keystrokes, relaying spam, and for various
other purposes. Bropia.A can spread when the worm copies itself into the
local C directory using one of the following filenames:

»  Drunk_lol.pif
. Webcam_004.pif

m  sexy_bedroom.pif
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» naked_party.pif

m Jove_me.pif

Once copied, it attempts to send the copied file over MSN Messenger to
all active MSN contacts. The MSN Messenger window has to be open on
the infected computer’s desktop for this attack to be successful.

From an enterprise perspective, it is not hard to imagine the complica-
tions that would arise from a situation where your entire customer support
section became infected and subsequently began spreading this worm to cli-
ents connected to your support agent’s infected client, where the worm
would spread out and grow by orders of magnitude in a very, very short
time. Worse even, the implications of lawsuits for having spread such an
infection from your company out to your clients, and quite possibly to their
companies desktops, conjures up a nightmare situation that no CIO or
CISO (Chief Information Security Officer) would want to face.

2.5 An Overview of Mobile and Wireless
Instant Messaging

2.5.1

So far, we have discussed IM in the fixed environment, which has a large
base of IM users that typically use IM on a client such as a laptop computer.
Such clients often include a rich user interface and support high band-
width. The success of Short Message Service (SMS) and the increasing pop-
ularity of IM has made the concept of mobile IM a reality.

What Is Mobile Instant Messaging?

Mobile Instant Messaging (MIM) is the ability to engage in an IM session
from a mobile handset via various standards or protocols, such as SMS,
WAP, or GPRS. The growth of SMS on mobile phones is another factor in
the increasingly widespread use of IM. Now, the same sort of short, chatty
messages that have been sent using IM on personal computers (PCs) can be
sent to mobile phones. Some Internet messaging services allow messages to
be delivered to mobile phones, but most providers truly have