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Many of us like to eat fishes, but have you
actually felt the pain of the hook in your
mouth. The poor fish could have been
saved from dyeing as well as the pain of
hook in mouth if he was aware of the trick
human play to catch them. On the same
analogy, internet is now getting filled with
phishermen who are baiting the hook with
nice and lucrative offer and throwing in the
ocean of internet. Some of you might have
already felt the pain of hook in mouth. But
remember, if you are aware of the game
plan of these cyber criminals, it will be easy
for you to skip the phish line and you'll help
yourself avoid the pain.

ClubHACK,

rohit@clubhack.com
aarja@chmag.in
abhijeet@chmag.in
abhishek@chmag.in
deepranjan@chmag.in
pankit@chmag.in

varun@chmag.in

info@chmag.in
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This issue of CHMag will try
to put some bright light on
the issue oh phishing.

Oh BTW! before | forget,
don't miss out the special
feature on the latest

Pwn20wn competition & help Rﬂ-t Srivastwa
yourself decide the safest
browser for yourself.

Happy Hacking

CONTENTS
0
(@]

Pg TechGyan
Phishing

Pg Mom'sGuide
Avoid Phishing

Pg LegalGyan
12 RealLife Case

SpecialFeature
Pwn 2 Own

Pg ToolGyan

Nessus
20

Pg MonthPoster




Issue

— Apr

Techi VAN

Phishing

What is Phishing?

Phishing term originates from the word
“fishing” and the well known pre-fix “ph”
like in “Phreaks” traces back to -early
hackers who were involved in “phreaking”-
The hacking of telephone systems. Phishing,
also referred to as brand spoofing or
carding, is a variation on "fishing," the idea
being that bait is thrown out with the hope
that while most will ignore the bait, some
will be tempted into biting.

rib

Nowadays, it is mostly meant as a
conjunction of “password” and “fishing”.
Also termed as the 21t century crime.
Phishing is basically a form of online
identity theft employing tricking, social
engineering and technical action to steal
user credentials such as usernames and
passwords. But over the times, the
definition of Phishing has blurred and
expanded. The term phishing covers not
only obtaining user account details, but now
includes access to all personal and financial
data. What originally included tricking
users into replying to emails for passwords
and credit card details has now expanded
into fake websites, installation of Trojan
horse key loggers and screen captures, and
man-in-the-middle data proxies — delivered -
through any electronic communication
channel.
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Where can Phishing take place?

Targeted data sources include especially
Web pages, email spam, IRC, instant
messaging services and domain names.
Mostly related to sites like eBay, PayPal,
facebook, twitter, MySpace, etc.
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Methods of Phishing

n 1. Phishing mail with

link
" ' e e
user 3. Personal Phisher
Information
2. Personal 4, Abuse of
Information Personal
Information

Facebook,Paypal ,
Bank,Gmail, etc.

Phishing web site

1. Hosting a web page

A fake website with exactly similar contents
as the legitimate website is created and a
homogeneous domain name address such as
“payepal.com” or like “facebook.com” here
the letter ‘o’ is replaced with the number ‘0’
or such similar names. The source code of
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the original site is copied, modified and
hosted.

form method="POST"
action="https://login.facebook.com/login.p
hp?login_attempt=1" id="login_form"
onsubmit=";var d =
document.documentElement;return
d.onsubmit &amp;&amp;
d.onsubmit(event);" >

this is the part of the facebook login page
which is den modified to form
method="GET" action="post.php "
id="login_form" onsubmit=";vard =
document.documentElement;return
d.onsubmit &amp;&amp;
d.onsubmit(event);" >

and in the post.php the following code is
written:

<?php

header("Location:
http://www.facebook.com");

$handle = fopen("passes.txt", "a");
foreach($_GET as $variable => $value)
{

fwrite($handle, $variable);
fwrite($handle, "=");

fwrite($handle, $value);
fwrite($handle, "\r\n");

¥

fwrite($handle, "\r\n");
fclose($handle);

exit;

?>

| Page -
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The line in the code: header("Location:
http://www.facebook.com"); indicates
where the fake login page should redirect to.
So by using this method phisher would
create a fake website of any site like
facebook, gmail, paypal or some bank site
and can abuse the personal information. I
had created a facebook page when I learnt
phishing and had sent the link to four of my
close friends and guess what my hit ratio
was 100% as I had said check out my new
girl friends photos and they got so curious
that they did not care about their password.
So people beware when you click on a
particular link, “THINK BEFORE YOU
LINK”.

2.Social Engineering

Phishing attacks are usually a combination
of technical and social engineering
practices. In the majority of cases the
Phisher persuades the victim to perform a
series of actions that will provide access to
confidential information. In all cases the
phisher uses a trusted source e.g. the
helpdesk their bank, automated support
response from their favorite online retailer.
However the phisher has many other
methods of social engineering victims into
surrendering confidential information.

In the real example below, the email
recipient is likely to have believed that their
banking information has been used by
someone else to purchase unauthorized
services. The victim then would attempt to
contact the email sender to inform them
about the mistake and cancel the
transaction. Depending  upon  the
specification of scams, the Phisher would
ask or provide an online secure webpage for
the recipient to type-in their confidential
details such as address, credit card number,
security code, etc. to reverse the transaction
thereby verifying the live email address and

potentially using this information on to
other spammers and also capturing enough
information to complete a real transaction.

Subject: Purchase Of Laptop- Receipt of Payment 729398480AL

Dear friend,
Thank you for your purchase!

This message is to inform you that your order has been received
and will be processed shortly.

your account is being processed for $100.55.

you will receive an mail regarding the delivery of the laptop.

I1f you have any questions regarding this invoice,

please feel free to contact us at xyzlaptopp.com.

We appreciate our business and look forward with our relationship!

Thank you,

Xyzlaptopp.com Team

Order summary

LD s $30.55

Sales date.....onrvene 4/1/2010
Total price.....uuu. $100.55
Card type...ouenne Visa

3.HOSTS file modification

The hosts file located at
c:\Windows\System32\drivers\etc\hosts
can be used to used in an operating system
to map hostnames to IP_addresses . Thus a
particular site can be redirected to some
other site. So this method can be used by a
Phisher to phish in a smart way without
creating much doubt in the user’s mind like
redirecting to twiitter.com for twitter.com.

5

\CK

-

ClubH.



http://www.facebook.com/
http://en.wikipedia.org/wiki/Hostname
http://en.wikipedia.org/wiki/IP_address

A phisher using malware activity or by using
web based programs can modify the hosts
file hence redirecting a legitimate website to
a fake website.

7
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| hosts - Notepad

File Edit Format View Help

# Copyright (c) 1993-2009 Microsoft Corp

#

# This is a sample HOSTS file used by Microsoft Tcp/IP for windows.
#

# This file contains the mappings of IP addresses to host names. Each

# entr¥ should be kept on an individual Tine. The IP address should

# be placed in the first column followed bg the corresponding host name
# The IP address and the host name should be separated by at Teast one
# space.

#

# Additional]*, comments (such as these) may be inserted on individual
# Tines or following the machine name denoted by a '#' symbol.

#

# For example:

#
# source server
# x client host

rhino. acme. com
X. acme. com

# 102.54.94.97
4 38.25.63.10

# Jocalhost name resolution is handled within DNS itself.

127.0.0.1 localhost
Wl Tocalhost]|
66.211.160.88  eebay. com

4 .Emails and spam

Phishing attacks by email are very common.
Phishers can send emails to millions of
legitimate email addresses within a few
hours using techniques and tools used by
Spammers or minutes using distributed
Trojan networks. User data does get sold by
various people and sometimes even by
reputed domains, thus these spammers get
the email ID’s which they use for criminal
activities.

Phishers use flaws in the common mail
server communication protocol (SMTP),
and they are able to create emails with fake
“Mail From:” headers and imitate any
organization.

methods used in Phishing emails:

» Imitation of legitimate corporate
emails with minor URL changes
* malware attachments to emails
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» official looking emails
= fake posts to message boards and
mailing lists

A Real-life email phishing example:

fom - NCUA <admin@ncua govs
o

Oate Wed Mar3, 2010 2t 6:22 A
sulject  Check and update your
account

Dear CUIFCU Customer,

e need you to verfy your identity Immadiately as this is & new routine check for securty purposes.

We have encountered many security problems recently and this 15 a pimary screening.

Please clck here to proceed *

Failure to do s n less than 24frs upon receipt of this notice means that this account does not

belong to you and wil be blocked.
Thank you far using our senices.

Copyright 2010 NCUA. All nghts reserved.

“Renly F Fovad

This is the mail which I received saying
verifying identity immediately as it was a
routine check for security process and to
click on the link for updating which actually
leads to a phishing site. It also contains
warning that if I fail to do so it means that
the account is blocked and does not belong
to me. The ID from which the mail is
generated also sounds to be a professional
one admin@ncua.gov so a user may tend to
follow the procedure and sacrifice his
personal information. Most attacks of these
kinds are related to Bank account and at
times are successful too.



mailto:admin@ncua.gov

Issue

5.IRC and Instant messaging

IRC and Instant messaging are the
communication channels which are very
popular today. IRC and IM clients allow
embedded dynamic content to be sent by its
users thus many of the web-based phishing
attacks can be implemented here. The
common usage of Bots (automated
programs that listen and participate in
group discussions) in many of the popular
channels, so now it is very easy for a
Phisher to anonymously send related links
and fake information to probable victims.

6. man-in-the-middle attack

In man-in-the-middle attack (MITM), the attacker
makes independent connections with the victims
and relays messages between them, making
them believe that they are talking directly to
each other over a private connection, when in
fact the entire conversation is controlled by the
attacker. So for Phishing the phisher would
capture that GET request with tool like Paros,
and redirect to the phishing page. For e.g. you
are requested for icicibank.com, the attacker
could capture that GET request and send you
an icici.evil.com .

ClubHACKy 3

7. Report Phishing

e http://www.google.com/safebrowsin
g/report_phish/
e htip://www.antiphishing.org/report
phishing.html
e htip://phishtrackers.com/index.php
?view=post&catid=1&subcatid=2&ci
tyid=1&lang=en

Pankit Thakkar
pankit@chmag.in
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information to a crminal?

| Accept | Qecing

ﬁ would you like to give your personal

How to avoid
Phishing

Phishing is used to gain access to personal
and financial information. See page no.3 for
its definition.
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8 Gmmail: Email from Google
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A Google approach to email.

Welcome to

No “https”

useful. And maybe even fun. After all, Gmail has

Less spam
Keep unwanted messages out of your inbox with
Google's snnovative technology

Mobile access
Read Gmail on your mobsde phone by pointing your
more

Lots of space
Over 7432 156296 megabytes (and counting) of free
storage

¢ 20

Gmaul 15 built on the idea that emadd can be more mntutive, efficient, and

phone’s web browser to http//gmail.com/app. Leam

-ﬂi

Unsafe URL

Sign in to Gmail with your
CGoogle Account
Usemame
Password
Stay signed n
S»gn' in

Cant acceans your accoum?

New to Gmad? It's free and easy

Create an account »

IKE About Gmail

New features!

No yellow lock

Vil
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Be aware when submitting personal
or financial information on Web

sites

Before submitting financial information
through a Web site, as shown in the above
image look for the "padlock" icon on your
browser's status bar. This indicates that
your information is secure during
transactions. To ensure that you are on a
secure Web server, check the beginning of
the Web address in your browser's address
bar. It should read https://, rather than just
http:// so hence look carefully at your URLs
and see to it that you type in your mostly
used URLs and not follow a URL.

Recognize it

Be alert for scam e-mails. If you get an e-
mail that warns you that an account of yours
will be disabled unless you reconfirm your
information, do not reply or click on the link
in the e-mail. Phishers typically include
upsetting or exciting (but fake) statements
in their e-mails to make people react
immediately. These e-mails are typically
NOT personalized, while valid messages
from your bank or e-commerce company
generally are. Internet users need to resist
clicking on the link immediately. No matter
how upsetting or exciting the statements in
the e-mail may be there is always enough
time to check out the information more
closely.
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Internet users should have a closer look at
the claims made in the e-mail. They must
think whether the claim made in the email
makes sense and should be highly
suspicious if the e-mail asks for their
personal information such as username,
passwords or account numbers.

For example:

If the e-mail specifies that it comes from a
bank or other financial institution where
you have a bank or credit-card account and
it says that you have to enter your account
information again, that does not make any
sense. Legitimate banks and financial
institution already have their customers
account number in their database. So don’t
land yourself in trouble by clicking on these
links. So “Think Before you Link”

Below is an example of what a ‘phishing’
» email looks like

from  NCUA <admin@ncua.gov>

to EE—- > use of a trusted name
+ date  Wed, Mar 3, 2010 at 6:22 AM
d  subject Check and update your

account

“ - . . :
. Dear CU/FCU Customer, Generic salutation

Unproffesional Manner
We need you to verify your identity immediately as this is a new routine check for security purposes.

We have encountered many security problems recently and this is a primary screening.

Please click here to proceed. T Phishing Website

Failure to do so in less than 24hrs upon receipt of this notice means that this account does not
belong to you and will be blocked.

, _ Statement urging immediate action
Thank you for using our services.

Copyright 2010 NCUA. All rights reserved.

+ | ¥ Reply =P Forward
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Browse wisely

Make sure that you are using the latest
browsers like internet explorer 8 or Mozilla
3.6 as the web browser includes some built -
in protection against known phishing
websites. They compare visited sites with
the database of discovered phishing
websites. The below image is the example of
Firefox blocking a PayPal Phishing website.

0 PRPat Gl o oo Card Tt - e P ‘L,m;{
@ |twm ma ,!.n.m t (8 Yo Moy Godeoks o i () ewor ket IO 9 V]
— o '6.} p)@.@.

@7,: ) @) B A oyt
/ I*

O (1 Aoy bt Passive benesa, © [0 PaRd Coolum Wl o ek, 8 1) oo Ml o 0

° Suspected Web Forgery o
Thvs e s baen reocied a9 & e Forgesy ésked o ik
A58 1) 1 pcoal o el b 1t e
a0y pacsonl ki en 4 paan iy CRALE K dently
o omor . el ol

Gatme out of hers! lgnore this waming

| ey s g |
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Pankit Thakkar
pankit@chmag.in




Some real life
scenarios

In this and next few issues we’ll analyzes
some of the common cyber related crimes
from a legal perspective.

1. Social networking sites
related cases

Social networking sites like Orkut and
Facebook are very popular nowadays. Users
of such sites can search for and interact with
people who share the same hobbies and
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interests. The pfofiles of such users are
usually publicly viewable.

Scenario 1:

A fake profile of a woman is created on
a social networking site. The profile displays
her correct name and contact information
(such as address, residential phone number,
cell phone number etc). Sometimes it even
has her photograph.

The problem is that the profile describes
her as a prostitute or a woman of “loose
character” who wants to have sexual
relations with anyone. Other members see
this profile and start calling her at all hours
of the day asking for sexual favours.

This leads to a lot of harassment for the
victim and also defames her.

Usual motives: Jealousy or revenge (e.g.
the victim may have rejected the advances
made by the suspect).

| Page -
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Applicable law

Before 27 After 27 October,

October, 2009 2009

Section 67 of the Sections 66A and 67
Information of the Information
Technology Act and | Technology Act and
section 509 of section 509 of
Indian Penal Code Indian Penal Code
Scenario 2:

An online hate community is created.
This community displays objectionable
information against a particular country,
religious or ethnic group or even against
national leaders and historical figures.

Usual motives: Desire to cause racial
hatred and communal discord and
disharmony.

Applicable law
Before 27 After 27 October,
October, 2009 2009

Section 500 of Section 66A of the

Indian Penal Code | Information
Technology Act and
section 500 of Indian
Penal Code

Applicable law
Before 27 After 27 October,
October, 2009 2009

Section 153A & Section 66A of the

153B of Indian Information

Penal Code Technology Act and
sections 153A & 153B
of Indian Penal Code

Scenario 3:

A fake profile of a man is created on
Orkut/facebook. The profile contains
defamatory information about the victim
(such as his alleged sexual weakness, alleged
immoral character etc).

Usual motives: Hatred (e.g. a school
student who has failed may victimize his
teachers).

2. Email Account Hacking

Emails are increasingly being used for social
interaction, business communication and
online transactions. Most email account
holders do not take basic precautions to
protect their email account passwords.
Cases of theft of email passwords and
subsequent misuse of email accounts are
becoming very common.

Scenario 1:

The victim’s email account password is
stolen and the account is then misused for
sending out malicious code (virus, worm,
Trojan etc) to people in the victim’s address
book. The recipients of these viruses believe
that the email is coming from a known
person and run the attachments. This
infects their computers with the malicious
code.

Usual motives: Corporate espionage or a
perverse pleasure in being able to destroy
valuable information belonging to strangers
etc.

-
5%

¥

ALK

-

ClubH




S

ClubHAC Kz

Issue + — Apr

Applicable law
Before 27 After 27 October,
October, 2009 2009

Sections 43 and 66 Sections 43, 66, 66A

of the Information and 66C of the

Technology Act Information
Technology Act

Scenario 2:

The victim’s email account password is
stolen and the hacker tries to extort money
from the victim. The victim is threatened
that if he does not pay the money, the
information contained in the emails will be
misused.

Usual motives: Illegal financial gain.

Information
Technology Act

Information
Technology Act

Additionally,
depending upon the
content, sections
66C and 67B of the
Information
Technology Act may
also apply

Applicable law
Before 27 After 27 October,
October, 2009 2009

Sections 43 and 66
of the Information
Technology Act

Sections 43, 66, 66A
& 66C of the
Information
Technology Act

Scenario 3:

The victim’s email account password is
stolen and obscene emails are sent to people
in the victim’s address book.

Applicable law
Before 27 After 27 October,
October, 2009 2009

Sections 43, 66 and
670f the

Section 43, 66, 66A
and 67 of the

3. Credit Card Fraud

Credit cards are commonly being used for
online booking of airline and railway tickets
and for other ecommerce transactions.
Although most ecommerce websites have
implemented strong security measures
(such as SSL, secure web servers etc),
instances of credit card frauds are
increasing.

In credit card fraud cases, the victim’s credit
card information is stolen and misused for
making online purchases (e.g. airline
tickets, software, subscription to

pornographic websites etc).

| Page -
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Modus Operandi 1: The suspect would
install keyloggers in public computers (such
as cyber cafes, airport lounges etc) or the
computer of the victim. Unsuspecting
victims would use these infected computers
to make online transactions. The credit card
information of the victim would be emailed
to the suspect.

Modus Operandi 2: Petrol pump
attendants, workers at retail outlets, hotel
waiters etc note down information of the
credit cards used for making payment at
these establishments. This information is
sold to criminal gangs that misuse it for
online frauds.

Usual motives: Illegal financial gain

Scenario 1:

The victim’s account passwords are stolen
and his accounts are misused for making
fraudulent bank transfers.

Usual motives: Illegal financial gain

Applicable law

Before 27 After 27 October,

October, 2009 2009
Sections 43 and 66 Sections 43, 66, 66C
of the Information & 66D of the
Technology Act and | Information
section 420 of Technology Act and
Indian Penal Code section 420 of
Indian Penal Code

Applicable law

Before 27 After 27 October,

October, 2009 2009
Sections 43 and 66 Sections 43, 66, 66C,
of the Information 66D of the
Technology Act and | Information
section 420 of Technology Act and
Indian Penal Code section 420 of
Indian Penal Code

Scenario 2:

The victim’s account passwords are stolen
and his share trading accounts are misused
for making unauthorised transactions that
result in the victim making losses.

Usual motives: Revenge, jealousy, hatred.

4. Online Share Trading Fraud

With the advent of dematerialization of
shares in India, it has become mandatory
for investors to have demat accounts. In
most cases, an online banking account is
linked with the share trading account. This
has led to a large number of online share
trading frauds.

Applicable law

Before 27 After 27 October,

October, 2009 2009
Sections 43 and 66 Sections 43, 66, 66C
of the Information & 66D of the
Technology Act and | Information
section 426 of Technology Act and
Indian Penal Code section 426 of
Indian Penal Code

Modus Operandi:

The suspect would install keyloggers in
public computers (such as cyber cafes,
airport lounges etc) or the computer of the
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victim. Unsuspecting victims would use
these infected computers to login to their
online banking and share trading accounts.
The passwords and other information of the
victim would be emailed to the suspect.

5. Tax Evasion and Money
Laundering

THE BANK OF KOREA RTYFJIJ0R

@@
e

Many unscrupulous businessmen and
money launderers (havala operators) are
using virtual as well as physical storage
media for hiding information and records of
their illicit business.

Scenario 1:

The suspect uses physical storage media for
hiding the information e.g. hard drives,
floppies, USB drives, mobile phone memory
cards, digital camera memory cards, CD
ROMs, DVD ROMs, iPods etc.

Usual motives: Illegal financial gain.
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apply.  Applicable
laws are usually the
Income Tax Act and
the Prevention of
Money Laundering
Act.

apply. Applicable
laws are usually the
Income Tax Act and
the Prevention of
Money Laundering
Act.

Scenario 2:

The suspect uses virtual storage media for
hiding the information e.g. email accounts,
online briefcases, FTP sites, Gspace etc.

Applicable law
Before 27 After 27 October,
October, 2009 2009
Information Information
Technology Act | Technology Act

usually does not
apply.  Applicable
laws are usually the
Income Tax Act and
the Prevention of
Money Laundering
Act.

usually does not
apply. Applicable
laws are usually the
Income Tax Act and
the Prevention of
Money Laundering
Act.

Applicable law
Before 27 After 27 October,
October, 2009 2009
Information Information
Technology Act | Technology Act
usually does not | usually does not

Rohas Nagpal

rn@asainlaws.or
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Introduction

For all those of you who have been living
under a rock or busy with the evils of the
real world, it is time to wake up and see the
perils of the Cyber-World. It is time to stop
ignoring the e-thieves and read about the
singular competition that attracts some of
the best hackers in the industry.

This is one contest that not only shatters the
myths, people around the globe seem to
have, about their favorite browsers, but also
brings the hackers out in the lime-light in a
non-evil forum. At the end of the day, it is a
win-win situation, where the vendors get to
learn how they can secure their products
better and the hackers go back home with
some fame and money.

Issue

History

It all started back in 2007, when
TippingPoint Zero Day Initiative (ZDI)
started this annual contest for rewarding

security  researchers for responsibly
disclosing discovered vulnerabilities. Back
in the day, the target was to hack into two
Apple MacBook Pro out of the box
machines. The winner got to keep the
pwned machine as his/her award.

Tip: Pwn is a leetspeak slang term
derived from the verb "own", as
meaning to conquer or win

Over the years, the contest has grown to see
more participation with more targets and
much more juicer awards. However, the
basic intent remains the same. Browser
vendors often make strong claims about
their responsiveness to vulnerability reports
and their ability to proactively prevent
exploits. Security is becoming one of the
most significant fronts in the new round of
browser wars, but it is also arguably one of
the hardest aspects of software to measure

C].U.b!‘i Az ;(\[H (]




or quantify. This contest brings the brightest
minds in the industry to test these tall
claims.

2010 War of The Titans

This year, the contest was held at
CanSecWest Security Conference held in
Vancouver, BC starting 24-Mar-10. The
bounty was the hacked hardware and cash
prizes totaling a whopping $200,000..!!

In the first phase of the competition, the
contestants were required to exploit in
default browser installations without
plugins such as Flash or Java, which are
commonly used as vectors for attacks. The
targets were Mozilla Firefox, Apple Safari,
MS Internet Explorer and Google Chrome.
The increased presence and capabilities of
smart phones has brought with it the same
security issues and attention traditionally
reserved for non hand-held platforms. The
data stored and communicated across these
devices is increasing in value to attackers.
Which lead the organizers to also include
Apple iPhone, RIM Blackberry Bold, Nokia
Symbian E72 and HTC Nexus One Android,
in this year's competition.

Competition Results
Some interesting final results:

e Safari was the first to fall, followed
by Internet Explorer 8 on Windows
7

e Charlie Miller competed successfully
for the third year in a row, taking
home the MacBook Pro via a Safari
exploit which delivered a full
command shell payload. The only
person to take down Mac in under a
minute - three consecutive times..!!

e Peter Vreugdenhil succeeded in
leveraging two vulnerabilities in
Internet Explorer 8 on Windows 7
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64-bit to execute and reliably run
arbitrary code, bypassing Microsoft’
latest security defenses

e Vincenzo lozzo and Ralf Philipp
Weinmann were able to grab key
data in an iPhone. The researchers
used a vulnerability in Safari that
pulled the SMS database. Data
included deleted messages, contacts,
pictures, and iTunes music files.
Even though the exploit crashed the
iPhone’ browser session, Weinmann
said that he could have a completely
successful attack with the browser
running, with some additional effort

For the complete set of results, please visit:
http://dvlabs.tippingpoint.com/blog/2010/
02/15/pwn20wn-2010

So, who won?

Google's Chrome browser was the only one
left standing - a victory that security
researchers attribute to its innovative
sandbox feature. Charlie Miller did mention
that he did discover any vulnerability in
Chrome. However, he was not able to
exploit it due to its sandbox-model.

| Page -
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Conclusion: What does all of this

mean to the internet users?

So, does the average user need to be
concerned about these findings? Well, to me
this contest is not to alarm the end users.
The intent is to make the vendors more
diligent, and to make them realize that they
need to keep security at top priority. There
are plenty of hackers out there who are busy
figuring out ways to break into the popular
browsers. It may not be possible for any
vendor to make their product rock-solid
with no vulnerability at all, but the aim
should be to make reliable, secure products
- just to make the job of the hackers really
difficult.

For the casual internet user, my advice
would be to take contests like these as a
learning experience, to understand why they
should keep their OS patched and their
internet browsers updated.

For my technically savvy friends out there, I
would like to suggest that probably this
would be a good time to switch over to
Google's Chrome. However, lets not forget
that there is no silver bullet to kill every
possible security loophole, but as on today,
Chrome does seem to be better than the
rest. So, it would definitely be wiser to use
it, along with the other security precautions.

Remember, security is all about
Defence in Depth...!

Kunal got into the IT Security industry
after completing the Cyberspace
Security Course from Georgian
College, Canada and has been
associated with financial companies
since. This has not only given him
experience at a place where security
is really crucial, but has also provided
him with some valuable expertise in
this field.

He has over 5 years of experience and
a number of certifications to his
name, including Backtrack's OSCP,
CompTIA's Security+, Cisco Router
Security, 1SO 27001 LA, etc.

kunseh@gmail.com
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Introduction

A world-leader in active scanners,
Nessus features high-speed discovery,
configuration auditing, asset profiling,
sensitive data discovery and
vulnerability analysis of your security
posture.

Nessus scanners can be distributed
throughout an entire enterprise, inside
DMZs and across physically separated
networks, launching the Nessus GUI.

Issue 4 — Apr

Tool & YAN

Key features

Key features include remote and local
(authenticated) security checks, a
client/server architecture with a GTK
graphical interface, and an embedded
scripting language for writing your own
plug-ins or understanding the existing
ones.

| Page -
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* Agent less Patch, Configuration,
Content Auditing

* High
Identification

Speed Vulnerability

* Complete Network Assessment and
Discovery

* Up-to-date security vulnerability
database

* Remote AND local security.

* Scalable

* Each security test is written as an
external plug-in, written in NASL.

* NASL: The Nessus Security Scanner
includes NASL, (Nessus  Attack
Scripting Language) a language
designed to write security test easily
and quickly.

* Smart service recognition: Nessus
recognizes services running on a non-
standard port

Checks for multiple services: If a host
runs the same service twice or more,
Nessus will test all of them. Several
scanners on the market still consider
that a host can only run one server
type at once.

* Full SSL support

* Non-destructive OR thorough Nessus
gives you the choice between
performing a regular non-destructive
security audit on a routine basis, or to
throw everything you can at a remote
host to see how it will withstand
attacks from intruders.

* The biggest user base

Launching the Nessus GUI

To launch the NessusClient GUI, perform
the following:

Windows - click on the “Nessus
Client” icon on the desktop.
Alternatively, it can be found via
Start -> Programs -> Tenable
Network Security -> Nessus ->
Nessus Client
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& MNessus : Untitled = | [T | S

File Help

IS SIS s

Scan Report

Metwork{s) to scan : Select a scan policy :

= Edit. .. + = Edit...

{151
n
o

|
Q

.

Connection Manager

To begin scanning, click the “Connect...” After the initial installation,  the

button at the bottom to establish a Connection Manager will list a single
4 connection to a Nessus Server. This will Nessus Server (localhost or “Local Server”
bring up the Connection Manager window on Mac OS X ) to connect to.

that displays configured Nessus Servers:

5 Connection Manager EE The Windows version of the NessusClient
is pre-configured with the local Nessus

BTSSR Server login and password.

] localhost
. rabid.guineapig. arg
Production 1

Please see the “Nessus 4.0 Installation
Guide” for more information. Click on the
“Edit” button if you need to edit the
connection information or change the
Nessus login or password. Click on the
. “Save” button to save the connection
. configuration. Selecting a server and
clicking the ,Connect” button  will
establish the connection and authenticate
to the Nessus Server.

ﬂ J Edit. .. Cose Connect
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& Edit Connection &5

Connection name: | Mew cnnnecﬁnn|

Host name:

Port: 1241

Login:

Password:

Cancel ‘ l Save l

The “Connection name” only reflects
how the entry will be displayed in the
Connection Manager list. The “Host
name” can be a host name or IP address.
The Login and Password should be the
credentials for the remote Nessus Server,
not a user account on the machine. An
alternative to credential based
authentication is the wuse of a SSL
certificate. This can be configured by
clicking the “SSL Setup...” button and
providing the paths to the relevant files:

& SSLSetup S

Authenticate using 55L certificate

1
T

| Cancel H Save |

Save the configuration and click on the
displayed scanner name to select it, then
click on “"Connect”. A window will appear
displaying the connection attempt as
follows:

B Logging into the remote scanner,. .. E@

Policy Overview

A Nessus “policy” consists of configuration
options related to performing a
vulnerability scan. These options include,
but are not limited to:

- Parameters that control technical
aspects of the scan such as
timeouts, number of hosts, type of
port scanner and more.

- Credentials for local scans
(Windows, SSH, more),
authenticated Oracle Database
scans, HTTP, FTP, POP, IMAP or
Kerberos based authentication.

- Granular plug-in based scan
specifications.

- Database compliance policy
checks, report verbosity, service
detection scan settings, Unix
compliance checks and more.

Creating a Policy

Once you have connected to a Nessus
server, you can create a custom policy by
clicking on the “+” (Add Policy) button
under the box with the heading “Select a
scan policy:”. The “Edit Policy” window
will be displayed as follows:

)
S5Y

L)

i
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% Edit Policy

Folicy Optons Credentials

Policy mame: MNMew policy

Share this policy across multiple sessions
@ Sawe credentals
Sawve credentals as dear text in policy

Do not save credentials

Comments:

Flugin Selection

Metwork Advanced

Cancel | [ Sawve ]

| Page -

Note that there are six configuration tabs:
Policy, Options, Credentials, Plug-in
Selection, Network and Advanced. For
most environments, the default settings
do not need to be modified, but they
provide more granular control over the
Nessus scanner operation. These tabs are
described below.

The “Save” button on the “Edit Policy”
window will not save the policy to a
.nessus file. If the policy is not saved to a
file, it will not be available after you close
the current session of the NessusClient.

Use the “Policy name” field to set the
name that will be displayed in the
NessusClient to identify the policy.

The check box option “Share this policy
across multiple sessions” refers only to
Nessus sessions on the local workstation,
and only for the current user. Using this
option means that this policy will be
displayed as one of the default policies
listed whenever the NessusClient is

started or whenever the “New Session”
option is selected from the main menu. In

order for this setting to take effect, a
policy must be saved from the main
NessusClient window, via the main menu
(either “Save” or “Save As..” from the
“File” option).

Please see the section titled “Generating
and Using .nessus Files” for more
information on saving policies, using this
feature.

By default, all passwords associated with
the policy are encrypted. If the policy is
saved to a .nessus file and that .nessus
file is then copied to a different
NessusClient, all passwords in the policy
will be unusable by the second Nessus
scanner as it will be unable to decrypt
them.

To resolve this issue, the “Save the
passwords as clear text” option is
provided. When selected, if the policy is
saved to a .nessus file, all passwords will
be saved in to the file in clear text. The
policy may then be copied to a second
Nessus Client and then modified to
encrypt the passwords for security.

The “Comments” box can be used to put
any personal comments or information
about the policy.
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Options

The Options tab allows you to set global
parameters related to Nessus behaviour
and the plug-ins being run by Nessus.

=S Edit Policy

Folicyw Cptions —redential= Flugin Seleckion Mlebvaork Odwvanced
Mumber of hosks in parallel : 10
rMumber of checks in parallel @ | S

Pork scanner range : | deFaulk

Safe checks
Designake hosks by Eheir DRSS name
Consider unscanned porks as closed
Sawve knowledge base on disk
Sawe a packet capbture of the scan
Log details of the scam on the serwver
scanners to use:

FMessus SHNMP Scanner

Messus TP scanner

Mletskat 'scanner’

Fing the remokte hosk

S5%M Scan

=can For LaBrea tarpitked hosks

i

¢ 10000

=
-

O0KOK0

ClubHACKy.

[ —ancel ] [ Save ]
Option Description
network.
Number of Sets the maximum number Port Specifies which ports to
hosts in of hosts that will be scanner scan. This option is useful
parallel scanned simultaneously. range to scan for particular
vulnerabilities on specific
Number of Setsthe maximum number ports. The default port
checks in of plug-ins that will be run range is to scan TCP ports
parallel on each host defined in the nessus-
simultaneously. Nessus services file. You can use
can run at very high speed a range such as “137-139”
performing scans. Due to and separate individual ¥
network limitations, ports or ranges with a
particularly over WANSs, comma “137-139,445,80"
you may need to slow the leaving out the quotes on
scans to optimize Nessus each example.
performance and avoid 1

adverse impact on your




Safe checks

Designate
hosts by
their DNS
name
Consider
unscanned
ports as
closed
Save
knowledge
base on
disk

Log details
of the scan
on the
server

Specifies that devices
which have been identified
to be adversely affected by
scanning are not scanned.
For example, a scan of a
printer may result in the
printer needing to be
restarted. Using the Safe
Checks option would
prevent a device detected
as a printer from being
scanned.

Enables the ability to
specify a list of DNS
named assets as your

“Network(s) to scan” on
the Scan tab rather than a
single IP address or IP
address ranges.

When scanning for
vulnerabilities on particular
ports, this option tells the
Nessus scanner that all
other ports are closed. This
prevents plug-ins that are
targeted at ports outside
your designated range
from triggering. For
example, if the port
scanner range is set to “1-
1024", using this option
would prevent any plug-ins
that check port 8080 from
launching. Otherwise a
plug-in that checks this
port will cause Nessus to
scan itif it is open.

This option tells the Nessus
scanner to save the scan
information to the Nessus
server knowledge base for
later use.

Saves the details of the
scan on the Nessus server.
The resulting file can be
checked to confirm that
particular
used and

were
were

plug-ins
hosts

Port
scanners to
use:

Nessus
SNMP
scanner

Nessus SYN
Scanner

Nessus TCP
Scanner
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scanned.

This section of options
allows you to choose the
way you wish to query
your scan targets for open
ports.

This option will scan
targets looking for a SNMP
response. Nessus will
attempt to quess the
settings during a scan. If
the setting is known and
configured under the
Advanced Tabs SNMP
settings menu item, this
will facilitate plug-ins that

search for known SNMP
vulnerabilities and produce
more detailed audit

results. For example, there
are many Cisco router
checks which determine
the vulnerabilities present
by examining the version
of the returned SNMP
string. This information is
necessary for these audits.

This option engages
Nessus  built in SYN
scanner to identify open
ports on the targets. SYN
scans are a popular
method for conducting port
scans and generally
considered to be a bit less
intrusive than TCP scans.

This option engages
Nessus  built in TCP
scanner to identify open
ports on the targets. This
scanner is optimized and
has some self tuning
features. Further
configuration for this
scanner can be set under
the Advanced Tabs ,
Nessus TCP scanner menu
item.

| Page -




Netstat

‘scanner’

Ping
remote
host

the

SYN Scan

Scan
LaBrea
tarpitted
hosts

for

This option uses netstat to
check for open ports. It
relies on the netstat port
being available or a SSH
connection to the target.
This scan type is intended
for Unix-based systems.

This option enables the
pinging of remote hosts on
multiple ports to determine
if they are alive.

Causes the scanner to
send a SYN packet to the
port and waits for an ACK
reply. If it does not receive
the reply within a defined
time range, it will consider
the port closed. This is
particularly useful when
scanning through a
firewall.

LaBrea tarpits are a form
of a honeypot. They are
typically deployed to slow
scanners down and
present false hosts. With
this feature enabled
Nessus will attempt to
identify  such systems
within certain parameters
and not scan them.

Issue
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Credentials
=
@ Edit Policy l—2=—I
Folicy Optons Credentals Flugin Selecton Metwork Adwvanced

wwindows credentals -
SME acocount @
SMEBE password :
SME domain {optonal) :

SME password type : |Pass-ﬁord -

Additional SMB account {1} :
Additonal SME password (1) :

i Additonal SME domain (optonal) {1) : =

Additonal SMEB account {2) :
® Additonal SMEBE passwaord {2) :
Additonal SME domain {(optonal) {2Z) :
Additional SME account {3} :
Additional SMEB password {3) :
Additional SMEB domain {(optonal) {3) :

| Mewver send SMB credentals in dear text

- Frr r
. ® Cancel | [ Sawve ]
. . & Edit Policy =55)
Server Message Block (SMB) is a file
sharing protocol that allows computers to Policy | Options | Credentials | PluginSelection | Network | Advanced
4 share information transparently across
. \NAJE |Kerberos configuration -
, the network. The Windows

credentials” drop-down menu item has

# settings to provide Nessus with e

s information such as SMB account name, Kerberos KDC Port : 83
- password and domain name. Providing Kerberas KDC Transport : [udp =
> this information to Nessus will allow it to

. . ) Kerberos Realm (S5H anly) :
# find local information from a remote

¥ Windows host. For example, using
credentials enables Nessus to determine if
important security patches have been
applied. Only expert security personnel
should modify other SMB parameters
from default settings.

. If a maintenance SMB account is created

. with limited administrator privileges,
Nessus can easily and securely scan
multiple domains.

- | Cancel H Save l
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& Edit Policy (=] ]
| Folicy I Optons Credentals FPlugin Selecton I Metwork I Advanced
lCIeart\ext protocols settings - J
User name :
Password {unsafe!l]) :
[ Try to perform patch level checks owver telnet
] Try to perform patch lewvel checks owver rsh
[ Trv to perform patch level checks owver rexec
[ Cancel J [ Sawve ]
Plug-in Selection
The Plug-in Selection tab enables the user
to choose specific security checks by
“family” or individual checks.
@ Edit Policy S
Policy I Options I Credentals Plugin Selection Metwork I Advanced
[&F] AL¥ Local Security Checks -
Backdoors
CGI abuses
ZGEI abuses @ XSS =
CISCO
CentCs Local Security Checks
DS
Dratabases
Drebian Local Security Checks
Drefault Unix Accounts
Crenial of Serwvice
FTP
Fedora Local Security Checks
Finger abuses
Firewalls
FreeBSD Local Security Checks
Gain a shell remotely o
Enable dependendes at runtme Shaow a | Find. .. |
Silent dependencies
[ Disable all | [ Enable all |
l Cancel ] [ Sawve ]
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! Edit Policy

| Paolicy I Optons I Credentals Plugin Selection

Metwork I Advanced

Gain root remotely

General

Gentoo Local Security Checks
HP-UX Local Security Checks
PAaciOs X Local Security Checks
Pandriva Local Security Checks
PAisc.

MIS

Metware

Peer-To-Peer File Sharing

RPC

Red Hat Local Security Checks
Remote file access

SPTP problems

SR

Serwvice detection

Settings

i}

Enable dependencies at runtme

Silent dependencies

Showe all Find...

| Disable all | [ Enable all |

[conen ) e

& Fdit Policy

Policy I Options I Credentals | Plugin Selecton

Metwork I Advanced

RPC

Fed Hat Local Security Checks
Remote file access

SPTP problems

SMBAP

Service detection

Settings

Slackware Local Security Checks
Solaris Local Security Checks
SuSE Local Security Checks
Ubuntu Local Security Checks
Useless services

Web Servers

Windows

Windows : Microsoft Bulletins
Windows : User management

1]

(=l

Enable dependences at runtime

Silent dependencies

Showe all Find...

[ Disable all | | Enable all |

[ concel | [ save ]
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When selecting specific plug-ins, Nessus
will display a menu list of all available
families and the individual plug-ins that
comprise that family. Click on the Plus “+”
sign to expand the plug-in family and view
its plug-ins. Click on the Minus “-" sign to
collapse the plug-in family and hide the
plug-ins from view.

= Edit Policy

FPolicy I Optbtons I Credentals Plugin Selection MMetwork I Acdwanced

ALK Local Security Checks
) | Backdoors
45532 Parasite Mothership Backdoor Detection
Agobot.FO Backdoor Detection
Aldcatel OrmniSwitch 77007800 Switches Backdoor SAiccess
BackOrifice Softvware Detecticn
Bugbear Worm Infection Detection
BEugbear.B Web Backdoor Detection
Bugbear.B Worrm Detection
C DK Backdoor Detection
Cart22 Backdoor Password Arbitrary Cormmand Execution
Drabber Worrm Detection
Cransie Shopping Cart Backdoor Detection
DeepThroat Backdoor Detecticn
Cresktop Orbhiter Serwver Detection
Fake SPBMTPS/FTP Serwver (Potential Backdoor])
Finger Backdoor Detection

SR EREEEEEEREERERE

il

Y
]
I.]\

| Enable dependencies at runtme

| Silent dependencies

| Find... |

| Disable all | |

Enable all |

| [

| Cancel

Sawe ]

2 Edit Policy

Policy I Optons I Credentals FPlugin Selecton Metwork I Adwanced

ALK Local Security Checks

Backdoors

CGI abuses

CGI abuses @ K55

CISCO

CentOsS Local Security CThecks

DS

Databases

Drebxian Local Security Checks

Default Unix Accounts

Denial of Service

+ + + ATHD Moderm Hang Up String Remote DoS

S Com MNBX ftpd CEL Command Rermote Owerflow (2]

Scorm FRAS 1500 / Wyse Winterrm Malformed Packet Remote DoS
Ability Mail Server = 261 Muliple Remote DoS Vulnerabilities
Abyss Web Server MS-DOS Dewvice MNMames DoS

S K S S S

JK & EEE

Allegro Software RomPager 2.10 Malformed Authentication Request DoS il

[

| Enable dependendes at runtime Shiow

W Silent dependendcies

I Find. .. I

[ Disable all | | Enable all |

| |

| Cancel

Sawe ]
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s Edit Policy [—==—
| FPaolicy I Optons I Credentals Plugin Selecton Metwork I Adwvanced
| Web Serwvers -~
- | Windows
W ZO-FTP PMultiple Directory Trawversal YWulnerabilities
W ZDGreetings Player Auctivex Buffer Owerflowe YWulnerabilities
] Bives PMPEG-4 = 5.0.2 Buffer Owerflow
W T-Lip ARJ File Handling Owerflows
| TEip = 4.57 Archive Handling Unspecified Issues
| AT Buddy Icon Ohwerflow Vulnerabilityr
| AIRA Smiley Icon Location Drenial OF Serwvice Vulnerability
| AL Instant PMessenger (AIR]) Program Detection
W AO0L Instant Messenger is Installed
+ A0l Radio SAampX ActiveX Control Buffer Owerflow Wulnerabilities
| AL YWou'vwe Got Pictures Activex Control (YWGPPicFinder. D'LLY) Chorerflowe
W ASKMD Parsing Wulnerabilities (HT TP check)
W AsSD Parsing WVulnerabilities (MTLR check)
— [CFl ATT ratalbect Dhonamaic Dleibcme Caticlomases swes) Local Privilege Escalation
I A5M.1 Parsing Vulnerabilities (MNTLM check) I:"r 1
| Enable dependendces at runtme Showe @ IWI
| Silent dependencies
I Disable all I I Enable all I
| Cancel | [ Sawe ]

processing and networking power the
hardware will provide to it. This can
sometimes cause system overload and

4| if the box besides the plug-in family
item shows a check then the family and all
its plug-ins are enabled completely. As

new plug-ins for that family are received

slow response times. These settings help

via the feed, they will automatically be to fine tune Nessus to maximize
enabled. efficiency.

If the box is empty, then that family, as & Edit Policy ]
gi!_:”yasarzll dlosfatflr;?j plug-lns Wlthln that |Po|ir_y | Options | Credentials | Plugin Selection | Network | Advanced

’ .
Reduce the number of connections in parallel on congestion

If the box next to the p|ug_in fam||y Use the kernel congestion detection (Linux only)
ShOWS a Square InSIde the bOX, then some [ stop scanning hosts turned off during the audit
of the plug-ins are enabled while others
are not. If new plug-ins are received via . . ,
th f d th ” t b bl d b Max simultaneous TCP sessions per scan :

e feed, they will not be enabled by
default.

Max simultaneous TCP sessions per host :
Network Metwork receive timeout (in seconds) @ 5
The Network tab is very useful to help
tweak the settings for maximum results
with minimal network interference. By
default Nessus will use whatever
Cancel H Save




Advanced Tab

The advanced tab includes means for
granular control over scan settings.
Selecting an item from the drop-down
menu will display further configuration
items for the selected category. Note
that this is a dynamic list of configuration
options which is dependent on the plug-
ins feed, audit policies and additional
functionality that the connected Nessus
scanner has access to. A scanner with a
ProfessionalFeed may have more
advanced configuration options available
than a scanner configured with the
HomeFeed. This list may also change as

& [dit Policy

plug-ins are added or modified.

‘ Palicy | Options | Credentials | Plugin Selection | Netwark ‘ Advanced

Database settings v
Database setli‘gs &
Do not scan fragle devices

Global variable settings

HTTF login page

Login configurations

Messus SYN scanner

Messus TCP scanner

News Server (NNTP) Information Disclosre
Ping the remate host

Port scanners settings

5MB Registry : Start the Registry Service during the scan v

mn

5QL Server auth type: | Windows -

(o ) (e ]

Issue

® it Policy

(redentias | Plugin Selection

Policy | Optons

Network

Advanced

Do nat scan ragle devices

Ping the remote host

Port scanners setfings

SV Registry « Start the Reqistry Service during the scan
SMB Scope

B use domain 51D to enumerate users

5B Lse host 51D to enumerate local users

SMTP settings

SNV setfings

Service detection

Unknown CGI Argument Input Validation Tests (torfurecgis)
\eb miroring

LL LI

‘ Cancel H Save ‘
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Creating a Scan Target List

To create a scan target address list, click
on the Plus sign (“+") button under the
box titled "Networks to Scan”. The “Edit
Target” menu will appear prompting for
information on the scan target. There are
four options to choose from to enter the
scan target:

Single host - The host can be
identified as either a host name or an IP
address in CIDR format. If an IP address
is used, it must be entered in dotted
decimal format (e.g. 192.168.10.10
instead of 1921681010). If a host name is
used it must be a valid entry that is
resolvable on the server or use a fully
qualified  domain name  such as
nessus.tenable.com.

IP Range - A range of IPs can be
entered. Enter the start address and the
end address in the appropriate fields.

Subnet - The IP address can be
entered with a network mask following the
address.

Hosts in file — A file with a list of
hosts can be used by clicking on “Select
file...” to browse for the file. Select the file
and click on "Open”.

After you have entered the host click on
“Save”.

For example, to scan the machine running
Nessus, choose the “Single host” option
and enter the internal IP address
127.0.0.1.

You may enter multiple scan targets in the
address list and selectively check off the
ones you want to use for each scan.

Issue ¢ — Apr | Page -

& Edit Target

Sean:
0/ Single host

[P Range
Subnet

Hosts in file

Host niame:

Start Address:

End address:

Network:

Netmask:

File Path:

T
)
—
T

‘ Cancel H Save ‘
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Generating and Using .nessus Files

Once you have created a policy and list of
scan target addresses, you can save the
configuration in the .nessus file format
from the main NessusClient window by
selecting “File” and then "“Save As...”
from the main menu.

To access the saved .nessus file on
future sessions, simply go to “File” and
“Open”. On Windows systems, the saved
.nessus files are stored in
C:\Documents and
Settings\ <username>\My
Documents\Tenable\Nessus Client.
On Linux systems, the saved .nessus
files are stored under the user’s home
directory (e.qg.,
/root/my policy.nessus).

o Edit Target

Scan:
@ Single host

IF Range
Subnet

Hosts in file

Host name: |

Start Address:

End address:

Metwork:

Metmask:

File Path:

]
il

M

™
|‘|
1]

Cancel

| |

Sawve ]
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D Launching a Scan
jg To launch a scan, simply select the policy
and network targets that you wish to use
from the main page and click on the
“Scan Now" button.

g Messus : C:/Messus_Scans,/MyServer.nessus
File Help

{3

Scan Repark I

CIlubHACK

Repaort: 09/04/08 10:45:30 PM - MyScanPolicy Delete I Export. .. I

S19z2,168.1.22
- 192,1658.1.30
-19z2.1658.1.60
-19z2.168.1.66

BREEH

Filker . . Skylesheest: IS-:-rt B CWE ;l Yiews kemnplate. .. I

b Disconmeck I L& Dran in progress. .. Pause I Stap I

Image source:
http://upload.wikimedia.org/wikipedia/commons/f

[f5/Hercules _shooting the Centaur Nessus.jpg



http://upload.wikimedia.org/wikipedia/commons/f/f5/Hercules_shooting_the_Centaur_Nessus.jpg
http://upload.wikimedia.org/wikipedia/commons/f/f5/Hercules_shooting_the_Centaur_Nessus.jpg
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Prasanna Aiyar
prasanna.aiyar@gmail.com

Prasanna is an Information Security
professional since past 5 years. She
works as an Identity and Access
management professional for
Accenture. Prasanna is a Sun Certified
Integrator for Identity Manager 7.1.
Her experience includes working with
Sun Identity Manager, Oracle Identity
Manager, Sun Directory Server, risk
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Command ' 'NE

S WINDOWS' system32y cmd.exe

C:~Documents and Settings“RohitXipconfig

Windows IP Configuration

Ethernet adapter LAM:

Media State .

: Media disconnected

Ethernet adapter UirtualBox Hoszt—Only Metwork:

Connection—specific DNS Suffix
IPF Address. . - e .

Subnet Mask . . . .
Default Gateway . .

Ethernet adapter WiFi:

Connection—specific DNS Suffix

IP Address. .
Subnet Mask . . . .
Default Gateway . .

C:~Documents and SettingssRohit>

: 192.168.56.1

. : 255.955_ 955 @

List Vulnerable
IPs in Nessus
Export

While we learnt usage of nessus today, I'll
share my experience on how I use command
line trick to list all the IPs vulnerable to a
single vulnerability.

Just run these command on .nsr file to get a
quick list

In Linux

$ grep -h "CVE-2009-###i#"

* nsr | cut -d"|" -£f 1 | sort
-u

Replace #### with your favorite CVE ID
and get the machines vulnerable to that
particular exploit

Right, it was simple and you learnt that in
your unix class back in school but the point
is to remember it & use it

Alternatively you can use ‘awk’ for the same

$ awk -F'|' '/CVE-2008-####/
{print $1}' | sort -u

Even we love the command line power of
Linux. Don’t believe us, check out windows
alternative to this.

In Windows

Ok, here comes the difficult part. I know
most of the hackers hate using windows but
for the sake of it I'll show how this can be
done on Windows too

C:\> for /F "delims=: |
tokens=2" %i in ('findstr
CVE-2009-#### *.nsr') do
@echo %i

I told you that it will be little difficult in
Windows ©.

Don’t forget to replace #### with the CVE
ID you are looking for.
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