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Trojan horses, backdoors and rootkits

—

Trojan horses
— Does just about anything
— Be suspicious about freeware

 Backdoors

— EXx. Netcat must be compiled with
GAPING_SECURITY_HOLE option
attach stdin/stdout to network (-e option)

* Trojans and backdoors = RAT (Remote Access Trojan)
* Application-level trojan
— Separate application gives attacker control

* User-mode rootkit

— Critical key system executables or libraries are replaced or modified in
memory in order to hide attacker and form backdoors

 Kernel-mode rootkit

— The OS kernel itself is modified in order to hide attacker and form
backdoors



RATSs

Trojan horses are rarely used in penetration tests. However
they constitute a large portion of the post exploitation process

Trojan horses can be categorized into three main families
— Binary (closed source) Trojans
— Open Source Trojans

— World Domination Trojans (bots — hybrid worms)
* Includes built in spreading methods as Storm Worm (Storm botnet)
* http://en.wikipedia.org/wiki/Storm_Worm

Trojans can further be categorized depending on their
connectivity architecture

— Bind connection

— Reverse connection

More information about Trojan horses

— http://en.wikipedia.org/wiki/Trojan_horse (computing)



Advanced persistent threat (APT)

Advanced — Operators behind the threat have a full spectrum
of intelligence-gathering techniques at their disposal. These Sy

undetected

may include computer intrusion technologies and techniques,
but also extend to conventional intelligence-gathering
techniques such as telephone-interception technologies and
satellite imaging. While individual components of the attack Strengthen
may not be classed as particularly “advanced” (e.g. malware
components generated from commonly available do-it-yourself
malware construction kits, or the use of easily procured exploit
materials), their operators can typically access and develop
more advanced tools as required. They often combine multiple
targeting methods, tools, and techniques in order to reach and
compromise their target and maintain access to it. Operators
may also demonstrate a deliberate focus on operational
security that differentiates them from "less advanced" threats.

Persistent — Operators give priority to a specific task, rather than opportunistically seeking
information for financial or other gain. This distinction implies that the attackers are guided by
external entities. The targeting is conducted through continuous monitoring and interaction in order
to achieve the defined objectives. It does not mean a barrage of constant attacks and malware
updates. In fact, a “low-and-slow” approach is usually more successful. If the operator loses
access to their target they usually will reattempt access, and most often, successfully. One of the
operator's goals is to maintain long-term access to the target, in contrast to threats who only need
access to execute a specific task.

Advanced
Persistent

Threat — APTs are a threat because they have both capability and intent. APT attacks are
executed by coordinated human actions, rather than by mindless and automated pieces of code.
The operators have a specific objective and are skilled, motivated, organized and well funded.



Trojan horses and backdoors |

* Remote control trojan backdoors - can do anything...
- inventory and technical info of all backdoor tools

* Popular remote control tools

almost

— VNC (Virtual Network Computing) and Dameware mini RC
and SubSeven - www.subseven.org

— Back Orifice 2K -

* How get onto victim?
— Mass or directed e-mail

— Wrapper tools with
morphing capabilities
— Notification functionality
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http://www.megasecurity.org/
http://www.bo2k.com/

Beast RAT ar]gl MicrodJoiner demo

4o Server Settings

A

* Configure and create server
* Join/bind evil and good file

* Distribute

* Take remote control

1
Basic ||

i
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() Reverze Connection Password

Startup
AP Kl
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gvchost exe
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———— =
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[ |

=
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[
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(3] | [¥] Pack files
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File Options | ChangeIcon || Advanced | Execution | Progress | About R —Fed
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Spoofning and Phishing

2% M5 Program Security Section, 9,/20,/2003 07:05 PM -0400, New Security Update

ELAH

ELFH ;’.? || Lt v”Subject:New Jecurity Update

%@

FROM: "MS Program Security Section” <bsunogplozasofisupport.ms.net>
TO: "Commercial Consumer" <ilep.ivuomhedB@support.ms.nets> ]

SUBJECT: New Zecurity Update
Date: Zat, 20 Sep 2003 15:05:35 -0400

Microsoft

g8 9

Microsoft Consumer

this is the latest version of security update, the "September 2003, C
which fixes all known security vulnerabilities affecting MS Internet Ex
MS Cutlook Express as well as three new vulnerabilities, Install now
from these vulnerahilities, the most serious of which could allow anr
on your computer, This update includes the functionality of all previo

|QSvleem requirements | Windows 95/98/Me/2000/NT/HP

&) This update applies to M5 Internet Explorer, version 4,01 and later
MS Cutlook, version 2.00 and latar

M5 Outlook Express, verzion 4.01 and later

|@Retommenda|ion |Customers should install the patch at the earliest

& How to install |Run attached file, Choose Yes on displayed dialag

0 How to use

| Vou don't need to do anything aftzr installing this i

Microsoft Product Support Services and Knowledge Base articles can
Microsoft Technical Support web site, For security-related informatior
producks, please visit the Microsoft Security Advisor web site, or Con

Thank you for using Microsoft products,

Pleaze do not reply to thiz message, It was sent from an unmanitored e-mail address =
any replies,

Fran: nordeai@nordea. se [mmk@blklnal com)]

Slackat: den 4 olttober 2005 08:55
Till: Zfoe

Ammne: InternetBank NORDEA sakerhetssystem

Lagg marke tilll

Extrafirnyelse av elektranbetalingars sakerhetssystemll

Arade kunder av InternetBank NORDEA. Wi |&tar komma

am var hankens sakerhetssystem.

Den firmyade teknologi och den nya server tillitar att g
sékerhets nivd av era online-betalingarna.

Banken Mordea insisterar pd det hindande fifarande att

upprepade autentifizering, fir att {3 er personalinformatiol
fart som mijligt pd den nya, mera saker server av var har

Spoofning
— Use a forged sender

address in the email which
contain malicious code etc.

Phishing
— Try to acquire information
such as usernames,

passwords, and credit card
details from web sites etc.

From: UNIVERSITY EMAIL REGISTRATION UNIT < universitywebmailunit2@gmail.com=
To: undisclosed-recipients:
Subject: CONFIRM YOUR HOGSKOLAN DALARNA EMAIL ACCOUNT TO AVOID CLOSURE

Please Submit Your e-mail account information to this
E-mail: {universityaccountprocessunit2@live.com)

DERR HOGSKOLAN DATARNA webmail holders

This is a message from the HOGSKOLAN DALRAENR
Carclina WEBMAIL ACCOUNT Message Center for
Communication to all of our HOGSKOLAN DALRRNR
Webmail cwners.

We are currently working on our database e-mail
In users.We are delecting all old unused
HOGSHOLRN DALRRNA Webmail Rccount,

for more space for new users. To prevent your account not be
deleted from cur database you are advised to confirm

your HOGSKOLAN DALRBENE webmail account

immediately.

Submit vour account information below

Login WebSite .eeeeiesessssssanasnas
USername :....
Password .....
Date of Birth:

The names of the actual companies and products rentionad herzin are the tradernarks

ContactUs | Legal | TRUSTe

ion, &ll right:

‘E] INSTALL.exe

= http:/fwiew nordea-se. com

Fir att f3 et kontots normal funktions fortgang, behdvar |
konto pd den nya server, som ar skyddad, med otnyttjan
motsatt fall skall ert Internet konto blockeras provisoriskt eecount aetails, within seven cays from this date

Country Or CELLILOCY: cevevssanasanas
Warning! E-mail owners who refuse to submit E-mail

of receipt will loses his/her Webmail account

fiir er sakerhet far tillgangarsbortfirande, far att undgd "P cernaneriy.
antal, som stiger standigt.

Thank wyou,

HOGSKOLRN DRLRRNA

Mi har infirt den felaktiga TARM kod (eng@ngskod) var g§ ¢ Febreil Tean

Please Submit Your e-mail account information to this
E-mail: (universitvaccountprocessunit2@live.com)

CONFIEM YOUR HOGSKOLAN DALARNA EMATL ACCOUNI TO AVOID CLOSURE



Trojan horses and backdoors Il

* Via web sites
— ActiveX controls — no sandbox
— Signed with MS authenticode - possible to disable by user

* Phishing and URL obfuscation
— <A HREF="http://badwebsite.com”>goodwebsite.com</A>
— URL shortening — tinyurl.com/site_url and bit.ly/site url

— URL in hex or Unicode “%77%77%77%-2e...
— Javascript which decode URL/message
— Fake SSL certificates

* Controlling many trojans - bots

— Bot-nets

— Bot-herder
* Controlling thousands of victims

— History of the IRC bots

Boot

control
channel

ATTACKER



http://en.wikipedia.org/wiki/IRC_bot

Bots |

Modular code usually controlled over IRC
Sdbot - Zotob

Phatbot - Agobot, gaobot... > 500 variants, > 100 functions

— All the common trojan functionality — plus
* DDosS flood attacks
* Vulnerability and port scanning, sniffing
* File morphing and rootkit installer
* Information gathering, spyware
* HTTP client - anonymizing HTTP proxy

* SMTP client - e-mail address harvester, spamming /’m\\
WASTE - peer-to-peer (P2P) bot-control _
Virtual machine environment awareness \W/
Rxbot - “Analysis of RXBOT” thesis . — .

— [server]\malware\bots, source code attached, a good read!



http://en.wikipedia.org/wiki/Zotob_%28computer_worm%29
http://en.wikipedia.org/wiki/Agobot_%28computer_worm%29

Bots |l

* World map of 24 hour relative average utilization of IPv4 addresses
observed using ICMP ping requests
Carna Botnet: http://en.wikipedia.org/wiki/Carna_Botnet

*Average

Relative IPv4 utilization observed using ICMP Ping requests Source: Carna Botnet




(" IS NOTAVIRUS.

Spreading bots with worms IT'S AWORM.

— Worm = automatic self replicating
— Having the bot as payload
— Via buffer overflows and e-mail is common

Spyware - may grab and pull
— Surfing statistics/habits
— Personal info
— Filter web search results
— Logging keystrokes
— Show customized ads and pop ups

— Usually bundled with free/needed add-ons,
games etc.

Defense
— Be suspicious of to good to be true deals
— Check for unusual open ports




Defense cont.

* Antivirus programs — the bare minimum
— AVG, Avira and Avast! are free good offers
— Microsoft Security Essentials / Defender are good as well
— http://en.wikipedia.org/wiki/List_of antivirus_software

i T r'u Ste d S()ftwa re F: Trend Micro HijackThis - v2.0.2
D . _t I f' . t (h h ) 'v'u'e!c?rme t?jl-i!'ii[iad{EiSl This pngTam wiI_I Sclageydoll;r PCIand generaﬁe alog EIE of
_ Ig I a I n g e rp rl n aS ;E%blsﬂaw,;;n e settings commonly manipula y malware as well as goo
— Code signed (certificate)
What would you like to do?
¢ User educatlon Do a system scan and save a logfile
— Web browser configuration Do a system scan only
o Ph iSh i ng attaCkS View the list of backups
¢ Potentia”y Unwanted Prog rams Open the Misc Tools section
( P U PS ) Open online HijackThis QuickStart
— Ad-aware
—_— T re n d M i Cro Mone of the above, just start the program
[w Show this window when I start HijackThis




* Unix - alters or replace existing OS software
* Windows — alters the process memory

* Purpose is to hide and maintain
access to system via trojans etc.

User mode rootkits

* Rootkit downloads

— Must look for mirrors now

SUBVERTING THE WINDOWS

ROOTKITS
X

S IAMES BUTLER

EEEEEEEE

Application-Level

EVIL APP

User-Mode Rootkit

good
program

good
program

good
program

Good
Trojan | Trojan file
good sshd ps integrity
program checker

System Executables
remain intact

System Executables are altered to include
backdoor and other stealth capabilities

as
Tripwire


http://www.rootkit.com/

Unix/Linux user mode rootkits

* Usually replaces critical OS files as
— Login, sshd
* Contains hard-coded backdoor password with root access
* Skips updating utmp and wtmp files (who, last)
— Ifconfig

* Sniffers
— Check if network card is in PROMISC mode

— Du, find, Is, netstat, ps, syslogd, md5sum etc.

— Detection
* Check for foreign strings in executables
* Modified size is sometimes the same so Tripwire is better!

* Lrk6 and shv4 are popular rootkits
— Have trojan horses of many OS files


http://packetstormsecurity.org/UNIX/penetration/rootkits/

Windows user mode rootkits |

* Usually altering the memory of running OS processes
instead of changing executable file [

. . . @ Files that are required for Windows to run propery must be copied
— Windows File Protection (WFP) ot DL Cache
o D Ifflcu It to fOOI Insert your Windows XF Professional CD-ROM now.

Retry More Information ‘ Cancel

— Easy API to connect to another process and change behavior
and capabilities (debug rights which admins got default)
* A handful of API calls to Windows system libraries

supports most of the programs admins use
— ntdll.dll

* The rootkit overwrites the address these calls point to so
it instead point to attackers code, called: APl hooking


http://support.microsoft.com/kb/222193
http://www.hook-api.com/
http://jacquelin.potier.free.fr/winapioverride32/

Hooking and DLL injection

Thread

Process

Process Memory

Main
Instruction 1
Function3
Instruction 2
Instruction 3

Included DLL

Rogue DLL

Import Address Table

Included DLL
Functioni: Address 1
Function2: Address 2

Function3: Altered




Windows user mode rootkits Il

* Ex. task manager call

— Task manager make API call to NtQuerySystemInformation ...

get a list of running processes
— Attackers code intercept and filters out attackers processes

* Most popular API calls used by rootkits
— NtQuerySysteminformation
* Hide particular running process
— NtQueryDirectoryFile
* Hide particular files
— NtEnumerateKey
* Hide particular registry keys
— NtReadVirtualMemory
* Prevent rootkit-detection tools detecting hooked API-calls

* Backdoors and other nasty stuff is of course included

to



Hacker Defender and AFX rootkits

HXDef INI-config file where everything is controlled

— Hiding files, processes, system services, system drivers, registry
keys/values and TPC/UDP ports via a configuration file

— Lying about free disk space
— Hiding the alterations in processes when debugging
— Remote access backdoor and relay/redirector functions as in Netcat

— Backdoor intercept other programs listening on ports
* Almost all present network services will be potential backdoors!

AFX AFX VICTIM MACHINE
— Generates a system patch that e, T et ),
hides what is filtered by attacker Gy
a AFX Windows Rootkit 2003 D B Listening
Cone of TCP Port
' F'rcu:esses' Files [ Registy [ Connetions | Invisibility

DRootkit

irectory

All artifacts New Reg Key
aﬁsoqatigi with Rootkit Other files

[the rootkit Executable and subdirs |

directory are
lautomatically

Generate r Help © about hidden.

hittp: £ venaiamaphes. cib.net - bttp: Aviae megasecurity. arg



http://rootkit.com/newsread.php?newsid=60
http://rootkit.com/newsread.php?newsid=194

Hacker Defender |

Case review: My XP got root-kitted!
Windows XP SP2 (WAMP), DMZ

— Apache 2.2, MySQL 5.0, PHP 5.21 __ _ e

— FileZilla, AVG Free | Threat Detected?
. a_ﬁ reat vetectieq:
Suspect behavior '
While opening file: C:\MySOL Server 5 Ohdatahhexdef1 00 exe

—_— SerViceS down, unstable etC. Trojan horze BackDoor. Genercd. SME

Batch file found in c:\
— Full of commands as: net stop "AVG7 Alert Manager Server" /y
— Executed as administrator (admin account 8 char - LM passwd)

Restart + up with services
— Hacker Defender (hxdef) installed!

MS MRT reported hackdef as well

e |gnare Infa { Heal Moarve o ault



http://www.ca.com/us/securityadvisor/virusinfo/virus.aspx?id=38058
http://www.microsoft.com/security/encyclopedia/details.aspx?name=VirTool%3AWinNT%2FHackdef.I

Ed Windows Task Manager g@fil

explorer  exe
FileZila Server Intetface exe
FileZila server.exe
httpd.exe
httpd.exe

lzass, exe
mspaink . exe
mysqld-nt.exe
nysyC 3z exe
rundll3z. exe
SErVICES, Bxe
SISS, EXE

spoolsy, exe
svchost, exe
svchost, exe
sychost, exe
svchost, exe
sychost, exe
svchost, exe
Syskem

Syskem Idle Process
taskmgr.exe
winlogon, exe

IYSTEM

[]show processes from all users

Hacker Defender I

File ©Options  Wiew Shut Down  Help
fpplications | Processes | performance | Mebworking | Users

Image MName User Mame CPU | Mem Usage
alg.exe no 3504 K
AYQAMSYEexe oo 552k
avgoc.exe oo 2

AVGEMC, eXe 1412k
avguUpsYC.Exe oo 1100k
avgwb,dat ao 10180k
C5F55,8xe a3 3516k
ckfmon. exe ao IE40K

03 19480 K
ao 1625 K
0o ZTEE K
ao 11 260K
ao 12826 K

0o G55 K
ao 2356 K
0o 11905 K
ao 70K
0o i e 4
ao F480 K
0o 2K
ao 4 704 K
0o JIE96 K
ao 4 100K
0o 20676 K
ao J2a0K
0o 4 330 K
ao F 3K
0o 224 K
94 16K
0o 4516 K
ao 376K

Processes: 32

CPU Usage: 107%

Commit Charge: 338M [/ 2391

'Note!
Hxdef
hiding
Service
etc.

% Registry Editor
File Edit VYiew [ Favorites Help
+[] Secdry
+] seclogon
(2 SENS
(2 serenum
4] Serial
+-] ServiceModelEndpaint 3.0
+-[] ServiceModelOperation 3,
+-[] ServiceModelService 3.0.0
+-1 SFloppy
+-=3 Sharedacres
+-[] sharedaccess
+-_] shellHwDeteckion
(21 simbad
+-[_] SMSvcHost 3.0,0.0
+-[] Sparrow
+-(_] splitter
+-_] Spooler
+- st
+-[] srservice

+-] sty

S TS meren

< 4

v

EE3

Shared Access Properties (Local Computer)

General | Log On | Recovery | Dependencies

Sharedécces

Bietet allen Computem in Privat- und

Diescrption:

A
/ Kleinuntermehmenznetzwerken Dienste fur die 7

Path to executable:
C:\MypSOL Server 50D atashwdef1 00.exe

Startup type: Autamatic £

Service status:

“f'ou can specify the start parameters that apply when you start the service
fram here.

Stopped

Start parameters:

OF. H Caricel ]

Mame Tvpe Data
REG_SZ {walue not set)
Description REG_SZ Bietet allen Computern in Privat- und Kleinunternehmensn, ..
DisplayName REG_SZ Shared Access
ErrorControI REG_DWORD 0300000000 {0}
ImagePath REG_EXPAND_SZ  C:iMySOL Server 5.0\Datathedef 100,exe
ObjectName REG_SZ LocalSystem
[R¥]start REG_DWORD 000000002 (2}
[R¥]Type REG_DWORD 000000010 (16
£ >

My ComputeriHKEY _LOCAL_MACHIMELSYSTEM\ControlSet0011Services)Sharedacces




Defend against user mode rootkits

Do not give superuser access
— Windows XP etc. have as default no password for Administrator!

Harden the system
— Templates from CIS (Center of Internet Security)
- it’s called benchmarks
File integrity checkers
— Hashar pa filer garanterar akthet och korrekthet
— Automatiska verktyg/script finns som t.ex. Tripwire och Open Source
Tripwire:
— MS Windows File Signature Verification (sigverif.exe)
Antivirus software
Rootkit checkers (see list in later slide)
Recover from rootkit?
— May be possible but you never know when something will pop up again
— Reinstall from verified ROM media is the only sure thing to do


http://www.cisecurity.org/
http://sourceforge.net/projects/tripwire/

Kernel mode rootkits |

Alters the kernel
— The kernel itself becomes the trojan!
— File integrity checkers don’t work...
Often include powerful execution redirection (Unix)
— Runs another program than intended which resides in a hidden area
— Sshd, taskmanager, netstat etc.
Hides just about anything as user mode rootkits are capable of (but
implemented in the kernel) which makes all programs lie
— Files, processes, network etc. - nothing can be trusted...

System with System with
Traditional Rootkit Kernel-Level Rootkit

JICJEI| good ood good ood good
NeTnilel | tripwire ogin ps ifconfig || tripwire

Trojan
KERNEL KERNEL Kernel IJ\/lodule




Kernel mode rootkit examples

* Unix/Linux

— Adore-ng, supports
* Execution redirection, hiding files, processes, network etc.
* Promiscuous mode hiding (intelligent)
* Kernel module hiding (itself) using Ismod
* Backdoor present in kernel module

* Windows

— FU, a special device driver named msdirectx.sys
* Hide processes etc. with direct kernel object manipulation
* Process privilege elevation on the fly
* Hides selected events and device drivers (itself)


http://packetstorm.linuxsecurity.com/groups/teso/
https://www.rootkit.com/board_project_fused.php?did=proj12

Defend against kernel rootkits |

All the previous defense methods for user mode rootkits
Honeypots

— For “know your enemy” learning
— Sebek?2 a kernel mode rootkit for monitoring attackers

Host based IPS software

— Control action between user mode <-> kernel mode
* Limit calls specific applications can do

— Systrace
« Strace (shows system calls) on steroids

— CSA (Cisco Security Agent)
— McAfee Entercept

Manual detection?
— May work, but probably not...


http://www.honeynet.org/papers/kye.html

Defend against kernel rootkits ||

* Automated tools that (in best case) can find rootkits

— Chkrootkit -
* Scan executables for fingerprint
* Search for hidden processes comparing /proc with ps
* Check for inconsistency in directory structure

— Rootkit hunter -

— RootkitRevealer (Sysinternals) \

— GMER - < :i

- Radix- rootkit STRIDER
— Strider GhostBuster e

— OSSEC HIDS and Rootcheck
Lists of freeware antirootkit and AntiRootkit Tools _
http://freeware.wikia.com/wiki/Lists_of_freeware_antirootkit http://www.sophos.com
http://lists.thedatalist.com/pages/AntiRootkit Tools.htm



http://www.chkrootkit.org/
http://www.rootkit.nl/projects/rootkit_hunter.html
http://www.gmer.net/
http://www.usec.at/rootkit.html
http://www.research.microsoft.com/rootkit/
http://www.ossec.net/main/rootcheck
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