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Search Engine Optimisation (SEO)

• Improving your website‟s ranking in search 

results

• Search Engines rank pages based upon

– Keywords

– Links

– Magic (of the Top Secret Propriety Variety)

• SEO involves creating keywords & links to 

improve the ranking of a website for a given 

search term



White Hat vs Black Hat

• White Hat:

– A white hat is the hero or good guy, especially in 

computing slang, where it refers to an ethical hacker

that focuses on securing and protecting IT systems.

• Black Hat:

– black hat n. colloq. (orig. U.S.) (a) a villain or criminal, 

esp. one in a film or other work of fiction; a „bad guy‟; 

(b) Computing slang a person who engages in illegal 

or malicious hacking, creates or distributes computer 

viruses, etc.”  



Black Hat SEO

• Black Hat SEO: using tricks to fool the search 

engines to push your website higher in search 

results

• Usually fine line between legitimate and 

disallowed SEO practices – usually comes down 

to whether the action is “deceptive”

• Not illegal in itself, but generally against search 

engines terms of service



Relevance to Security

• Brand Damage

– Brand associated with negative keywords

– Brand associated with undesirable websites

• Customer mistakes another site for you own

– Lost sales & revenue

– Phishing

• Website exploited by blackhats

- Brand damage

- Delisted from search engines
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Search Engines Simplified

• Search Engines rank pages by examining:

– Keyword Search

• Occurrence, keyword density, page location

– Links

• relationships between pages & sites

• ranking of origin or destination

• This is done by Search Engine “Bots”

– scour pages for keywords, links and other 

characteristics

• Blackhat SEO often aims to trick the bots



Search Ranking

• Ranking of a page for a given search phrase



Black Hat SEO

• Manipulating Content

– Keyword stuffing

– Cloaking

– Content Theft

• Manipulating Links

– Link spamming

– Link farms

• Impacts



Keyword Stuffing & Cloaking

• Keyword Stuffing

– Increasing the number of occurrences of keywords

– Often hidden from users, but “visible” to search engine 

bots

– Hiding keywords behind images, in the background, 

off the screen etc

– Not really relevant to security – just be aware of it

• Cloaking

– Similar to keyword stuffing

– Show one page to the search bot, another to the user



Cloaking

• Yahoo! caught cloaking
(http://www.agerhart.com/seo-rankings/yahoo-caught-cloaking-will-they-ban-themselves/)



Cloaking



Content Theft

• Copy content from existing 

website

– May allow a site to “steal” 

another site‟s ranking

– Search Engines attempt to weed 

out duplicates

– Which site is the original?

• Stolen content often used in 

link farms



Manipulating Links

• links from other sites are like a vote for your site 

in search rankings

– Depends on who the link is from though

– Higher ranking of the linking site, better the vote

• Blackhats perform many activities to generate 

links and networks



Link Farms

• Networks of fake websites 

(thousands)

• Site content is often copied, 

or non-sensical – designed 

for search engine bots not 

people

• Create links on these pages 

to boost the ranking of 

another site



Link Spamming

• Comment Spam

– Relevant to you if your website allows feedback or 

hosts forums etc.

• Cross-site scripting vulnerabilities

– Users are allowed to insert malicious scripts into 

comments, forum posts

• Blackhats use your website ranking to increase 

their own sites‟ rankings

– May reduce your sites ranking



Brand Damage

• Searching for negative keywords results in your 

website

• Searching for your brand results in competitors 

or undesirable sites



“Google Bombing”



“Google Bombing”



Page Hijacking ?
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Page Hijacking ?



Page Hijacking



Page Hijacking Impacts

• Brand Damage

– Customers choose competitor‟s website

• Brand Theft

– Used in Phishing

• Fake login page present to steal login credentials

– Serving Malware

• For example, installing key loggers on customers machines
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Security Recommendations

• Monitor search results and register page with 

search engines

• Implement mechanisms to prevent comment 

spam & similar

• Ensure website and free from Cross-site 

Scripting and similar issues

• Perform search engine optimisation!



Monitor search results

• Use alerts to identify people ripping off your 

content

– http://www.google.com/alert

• Google provides a tool to aid it‟s web crawler

– http://www.google.com/webmasters/

– Reduces the chance of penalties or delisting

• Contact other search engines 

– http://help.yahoo.com/search/webmastersupport

– http://g.live.com/0HE_TRACKSTAR_ENUS9/76003

http://www.google.com/alert
http://www.google.com/webmasters/
http://help.yahoo.com/search/webmastersupport
http://g.live.com/0HE_TRACKSTAR_ENUS9/76003


Prevent Comment Spam

• Prevent Comment Spam

• Authenticate user prior comment

• Use “captcha” check to prevent automated spam

• Only allow plaintext in comments

– No HTML or JavaScript



Ensure website is secure

• Adhere to secure development practices

– Open Web Application Standards Project (OWASP)

– www.owasp.org

• Remove Cross-site scripting bugs (and similar)

– secure development standards

– perform application security testing



Whitehat Search Engine Optimisation

• Higher ranked sites have higher influence 

• Best way to prevent illegitimate site beating you 

in rankings is to be the top! 

– easier said than done

– using “Black Hat” SEO  techniques may result in  

removal from search engine index

• Follow search engine guidelines



Questions?
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