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I lost my greatest hero this year, George Fairbairn, my Grandpa. He taught me
many things about life that cannot be taught in books, but only by example:
integrity, unconditional love, humility, and the importance of

internal strength and courage.

I dedicate this book to my Grandpa and my wonderful and supportive family.
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FOREWORD

As a teacher and practitioner of computer security, I am often asked the same two questions:
How do I learn the basics of computer security to perform my job better, and how do I keep
up to date on the latest security standards and practices?

The first recorded computer “incident” occurred in 1958, and the first federally prosecuted
crime identified as a computer crime involved modifying records at a bank in Minnesota in
1966. In the 1960s and 1970s, computer security was not taken seriously because it was not re-
quired as it is today. In 1976, the FBI established a four-week training course for its agents in the
investigation of computer crime. Then, in 1977, Senator Ribicoff introduced the Federal Com-
puter Systems Protection Act bill, which eventually became the Computer Fraud and Abuse Act
of 1986. The publication 2600: The Hacker Quarterly was started in 1984 (containing instructions
on how to hack telecommunication systems and computers), and additional sources of com-
puter security where illegal copies of software were made available to everyone (warez sites) were
established around the world. Toward the end of the 1980s, new security products were being
introduced into the marketplace and organizations were beginning to realize they needed a “se-
curity specialist” to help augment their traditional information technology departments.

I mention the FBI training course and the advent of the 2600 publication because these two
events were crucial to starting the process of capturing and codifying a set of guidelines relating to
the security practitioner. If you look at the history of how computer security has evolved into what
it is today, one thing stands out above all else—the control of information.

Nearly 20 years after the Morris worm wreaked havoc across the Internet, we still find our-
selves struggling to patch systems, learn about the newest vendor vulnerabilities, and obtain
information from our peers about potential trouble circulating through systems around the
globe. For any IT professional, keeping up with new technologies, the associated business
demands, and related security knowledge required to keep it all safe is a daunting task. The
human element still remains the biggest single point of weakness when dealing with techno-
logical advancement and change.

The good news is that progress has been made in the area of providing information related
to industry best practices and knowledge sharing. The National Security Agency has certified 59
colleges and universities as “Centers of Excellence” for teaching information assurance, with
many more programs being developed and certified every year. Training organizations now in-
clude security topics along with other sources of IT and business training. Information Sharing
and Analysis Centers (ISACs) have been established for all sectors of our nation’s critical infra-
structure. The National Institute of Standards and Technology (NIST) and other organizations
are now publishing technical standards for security of the technologies that organizations rely
upon to run their operations.

Shon Harris started this book in 2001 as a way of codifying a set of best practices that
could also be used to satisfy the requirements for passing the CISSP exam. She has accom-
plished both tasks extremely well, and as one of the best-selling security books, IT profession-
als are increasingly using this resource as a way of solidifying their security knowledge. I often
use this book as an answer to the questions I described earlier, referring students to start with
this book as a foundation upon which to build their security knowledge set. Obtaining the
CISSP is a worthy objective, but absorbing the knowledge contained within this book will
serve to make you a better security practitioner.

—Jeff Recor
Security Management Center of Excellence
Deloitte & Touche LLP xxiii



CISSP All-in-One Exam Guide

XXIV

Over the last 15 to 20 years, Information Security has evolved from an obscure disci-
pline found primarily in government institutions, the military, and financial institu-
tions to become a mainstream activity practiced in most large and medium-sized com-
panies around the world.

Numerous and varied factors have brought information security to where it is today. These
include (partial list):

e The growth of the Internet. Ubiquitous connectivity, along with anonymity, have
combined to make a complex and challenging threat landscape.

e The continued migration of the vast majority of corporate information and
intellectual property into digital forms, which are then connected to the Internet, has
provided a target-rich environment for those wishing to acquire such data.

e The rapid growth in outsourcing has required that companies completely rethink the
controls that their outsourced service provider implement to protect their corporate
data and intellectual property.

e We have seen an explosion of laws such as Sarbanes Oxley (SOX), the Health
Insurance Portability and Accountability Act (HIPAA), the Gramm-Leach-Bliley Act
(GLBA), California’s SB1386, the Family Educational Rights and Privacy Act (FERPA),
the Communications Assistance for Law Enforcement Act (CALEA), the OECD
privacy guidelines, and the Payment Card Industry Data Security Standards (PCI).

e These laws, combined with the very public and embarrassing breaches that a number
of companies and government entities have suffered (such as ChoicePoint, Bank
of America, the Georgia DMV, CardSystems, La Salle Bank, ABN AMRO Mortgage
Group, and The Department of Agriculture), have all contributed to the raising of
this awareness.

This raised awareness has translated into a huge demand for skilled and experienced Infor-
mation Security professionals around the world. It is my belief that the demand will not slow
down anytime soon, chiefly due to a constantly expanding and mutating threat landscape that
is rooted in the continued migration of corporate data into electronic form, ubiquitous con-
nectivity, and the highly competitive globalized marketplace.

I am often asked by people wanting to get into information security, “How can I become
an Information Security Practitioner? Where do I start?” I consistently tell them they need two
things: a thorough education as to what information security is, and solid real-world experi-
ence. | also recommend they read and thoroughly understand Shon Harris’s CISSP study guide
and then get their CISSP certification. This is a wonderful start that should be combined with
both extensive experience and the practical application of the information security principals
and concepts outlined in this book.

I have had the honor of knowing Shon both as a friend and co-worker. She has an unbe-
lievably detailed and thorough understanding of this subject, which is reflected in the current
edition of the book you are currently holding. The pages herein have been updated and ex-
panded since the first edition. It is superbly laid out and well written, making it easy to under-
stand for anyone wanting to become an Information Security Practitioner. I would highly
recommend this work to anyone.

—Russell Walker
Vice President, Information Security
Warner Bros. Entertainment Inc.
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INTRODUCTION

Computer, information, and physical security are becoming more important at an ex-
ponential rate since the continual increase in computer crimes. Over the last few years,
the necessity for computer and information security has grown rapidly as web sites
have been defaced, Denial-of-Service attacks have increased, credit card information
has been stolen, publicly available hacking tools have become more sophisticated, and
today’s viruses and worms cause more damage than ever before.

Companies have had to spend millions of dollars to clean up the effects of these
issues and millions of dollars more to secure their perimeter and internal networks
with equipment, software, consultants, and education. But after September 11, 2001,
the necessity and urgency for this type of security has taken on a new paradigm. It is
slowly becoming apparent that governments, nations, and societies are vulnerable to
many different types of attacks that can happen over the network wire and airwaves.
Societies depend heavily on all types of computing power and functionality, mostly
provided by the public and private sectors. This means that although governments are
responsible for protecting their citizens, it is becoming apparent that the citizens and
their businesses must become more secure to protect the nation as a whole.

This type of protection can really only begin through proper education and under-
standing, and must continue with the dedicated execution of this knowledge. This book
is written to provide a foundation of the many different areas that make up effective
security. We need to understand all of the threats and dangers we are vulnerable to and
the steps that must be taken to mitigate these vulnerabilities.
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