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Why this talk?

« Some networking tools aren’t keeping up with attack
tools

Estimated _Iﬂ] by IP Protocol, Bytes, +out/-in
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talk? AN

* Toimprove the state of network analysis

Why thi

Thesenetworks CAN be taken down, If responseis
disciplined, coordinated, and efficient

http:// .cert.org/reports/
dsit workshop.pdf




Review (yf/ DDO0OS

Acrobat Reader - [lisa2000-shaft.pdf]
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Strategies

* Analyze attack traffic (find agents)

» Anayze command/control traffic (find agents &
hand|ers, identify victims & attackers, etc.)

 Identify signatures of tool (find artifacts, define cleanup
procedures

« Pass along intelhgence to other sites (take down entire
network, not just 1%)

« RESPECT PRIVACY RIGHTG!!
 Remember for future reference! (They' re BA-AC



Preparation
ble tools
tiate procedures
» Practice

e EXecute
— Coordinate

— Communicate
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Data Collection Tools
o |Ibpcap/tcpdump
e Support scripts

e Snort, Ethereal also useful
(these are not covered here)
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libpcap/ tcpdump

o Standard packet capture interface
e Common dump format

decoding features
 Filters packets various ways

http: //www.tcpdump.org/
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tcpdump examples

# tcpdump —s 64 —w dos-04282002.dump
# tcpdump —r dos-04282002.dump ip proto 255

# tcpdump.—s 0 —w irc-04282002.dump \
tcp port 6667 or tcp port 7000

# tcpdump —r Irc-
-W suspect-irc.du
and port 1234) or ip

4282002.dump \
“(ip host 192.168.0.1\
t 10.1.1.0/24"

http: //www.eas.asu. ~leeecs/pag

springCalendar 99/ resoﬁkce/ | nl;r/ ppt
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e tcptrac
e Ngrep
* Ipgrep

e Graphing utilities

alysis Tools

N
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 Merges tcpdump files

ftp://ftp.ee.lbl.gov/tcpslice.tar .¢
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tcpslice example

topglice -y L S192.168.0. 1. dump
./152.168.0. 1. durp Fri Mar 22 17:35:42 2002 Sat Mar 23 13:13:25 2002

a Ul

& 5 2002

__p lice —w tenp.dunp 02y3iwmZ3dShlZmd0s 02 yims .S .165.0.1

. Elllrnlj
=lice —-r temp.dump

mp.dump SJat Mar 23 09:12:20 2002 SJat Mar 23 09:1e:10 2002

i & aUle
.
:
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tcpdst
o TraffiC Statistics

* Protocol breakdown

My simple mods

— Peak flow rate

— Compile on Linux

http: //staff.washington.edu/dittrch/misc/cor e02/tcpdstat-
uw.tgz .




tcpdstat example
-l

FINE 4.44 MESSAGE TEXT Folder: INEBEOX Message 13,900 of 13,910 65%

DummpFile: /log/ocored2-02. dump

FileZize: 5356.15HME

Id: 200204292150

SJtartTime: Mon Apr 29 21:50:44 2002

EndTime: Mon apr 29 21:54:45 2002

TotalTime: 240.57 =seconds

TotalCapiicse: 312.60ME Caplen: 88 hytes

# of packets: 4820393 (418.34MB)

LyvgRate: Z28.12Mbps stddew:S.00HM PeakRate: 40.08Mbops=s

g IP flow (unigue =rc/dst pair) Information #HH
# of flow=s: 15 (avg. 321359.53 pkta/flow)
Top 10 big flow =siee [(hytesftotal in %) :

100, 0% o.0% 0.0% 0.0% 0.0% 0.0% 0o.0% 0.0%

##4 IP address Information HH#H
# of IPv4 addresses: 15
Top 10 bandwidth usage (bytes/ftotal in %)@
i00.0% 100.0% O0.0% 0.0% 0O.0% O0.0% 0.0% 0.0% 0.0% 0.0%

Heln E Mazglndex I3 FPrevM=g E FrevPage H Delete I3 FEeply
1]

OTHEER CMDS Viewlttch g NextMag NextPage Tndelete 3 Forward

N .




tcpdstat example (cont)

FINE 4.44 MESSAGE TEXT Folder: INBQOX Message 13,900 of 13,912 95%

R oo
[ 52—  63]: 36
[ 64— 127]: 4520357

H#gf Protocol EBreakdown #H#H
oo

protocol bhytes/pkt

4320393 . 335656695
45320393 LO0% 335656695
36 LO0% 2160
36 . 2160
4520261 O0% 3358643751
4320261 O0% 438643751
=] . 10737

[Mew wmail to wou! From theghnome with regard to & special good tool]
e M=gIndex Prevlisg o FrevPage il Delete

OTHEE CHMDS g Viewittcoch | NextMsog NextPage Tndelete 3 Forward

N[
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tcptra

e Reports on streams
* Produces flow graphs

e Reconstructs streams

http://]arok.cs.ohiou.edu/software/tcptrace/tcptr ace.html

20



tcptrace example

£ core2

# toptrace -kb test.dump
1l arg rewaining, starting with 'test.dump’
Ostermann's toptrace —-- vwersion 6.0.1 —— Mon Dec 3, 2001

718 packets seen, 659 TCP packets traced

glapsed wallclock time: 0:00:08.977380, 79 pkts/sec analyezed
trace file elapsed time: 0:00:33.971257

TCP connection info:

I 1: 192.165.8.125: 1425 2. 73.7.20:80 (aZb)

125014289 B2 .73.7.420:80 (cz2d)

L128:1431 216.52.245.204: 80 [(e2f) [Eeset)
L1E25:1433 adjil.thruport.com: S0 [(g2h) [Ccomplete)
L128:1435 208.249,124.247:80 (1i27) [complete)
12511436 adjil.thruport.com: S0 [(k21) [Ccomplete)
L128:1438 216.52.245.204: 80 (m2n) [Eeset)
L125:14389 2058.249.124.247:830 [(o2p) [complete)
L128:1441 216.52.245.201: 8000 (gZ2r) [complete)
12501448 216.52.245.201:8000 (=z2t) [complete)
L128:1443 216.52.245.201:8000 [uZw) [complete)
1251494949 216.52.245.201:2000 [w2x) [complete)
1281446 209,132.120.171:80 (y2=z)

L1250 14947 216.52.245.201:8000 [(bazZkbh) [complete)
L128:1448 216.52.245.201: 2000 (boiZlbd) [complete)

21 192.168.
: 192.1a65.
192 .165.
192 .165.
192 .165.
192 .165.
192 .165.
192 .165.
192 .165.
192 .165.
192 .165.
192 .165.
192 .165.
192 .165.

o) Q0 20 00 Q) 09 90 Q0 Q0 90 Q0 Q0 Q0 4o




tcptrace example

£ core02

# toptrace -2 —ol test.dumnp
1l arg remaining, sStarting with 'test.dumnp!
Dztermann's toptrace —- wversion 6.0.1 —— Mon Dec 3, Z001

Tl packets =seen, 689 TCP packets traced
glapsed wallclock time: 0:00:01.8319971, 394 pkts/sec analyzed
trace file elapsed time: 0:00:33.971287
TCP connection info:
1: 1922.165.5.1258:14:28 - 62.73.7.40:80 (a2h) edx 126«

# cat izl contents.dat
GET / HTTRS1.1

Aocept: image/gif, image/x-xbitmap, iwagesjpeg, image/pjpeg, application/wnd.ms-
powerpoint, application/vnd.ms-excel, application/msword, /%

Aocept-Language: en—us

Aocept—-Encoding: g=ip, deflate

Uzer-Agent: Mozilla/4.0 (compatible; MIIE 5.01; Windows NT &5.0)

Ho=st: Eww.desktupgirls.cnm

Connection: Eeep-4iliwve

GET fframe-intro.htm HTTPS1.1
Aooept: */F
Referer: http:/ www.desktopgirls. comn




ngrep

 |dentifies strings in network traffic
o Supports RE and byte arrays (hex)

e Only cleartext (of course)

http: //www. packetfactory.net/ng

ol

23



ngrep example

jflcureﬂz

¥ ngrep —g -t -1 192.168.0.1 . dumnp "#*#" tcp port 6423
input: 192 .168.0.1. dunp

T 2002-03-22 17:36:36.273828 10.87.100.214:2863 —» 192,
TYFE I..

2002-03-22 17:36:36 . 274430 192 . 168.0.1: 6423 —> 10.87.
200 Type ==t to I...

2002-03-22 17:36:36.402443 10.87.100. 214 2863 —» 192.
SIZE Marrv A Hich. Man VCD . Retail A& REOY. .

20020322 17:36:36.407595 192 168 .0.1:6423 —» 10.87.
213 15000000, .

20020322 17:36:36.549508 10.87 .100.214: 2863 —» 192,
FASY . .

2002-03-22 17:36:36 550710 192 . 1e8.0.1:6423 —> 10.87.
227 Entering Pas=zive Mode (197.168.0.1.5.2417..

2002-03-22 17:36:36 . 828602 10.87.100.214: 2863 —» 192.
FETE Marrv A Hich. Man VCD Retail A REOY..

20020322 17:36:36.839161 192 168.0.1:6423 —» 10.87.




N

Host Analysis Tools

* Foundstone’ s Fport
o AnthVirus software (If used properly)
e @Stake’'sTASK

e Farmer/Venema s TCT



* Windowstool (use “lsof” on Unix)

http: //www.foundstone.convknowl edge
/proddesc/fport.htm

26




FPort example

FFPort vl.H@_T_TEPfIP : to Port Mapper

Copyright 2000 by Foundstone. Inc.
http: < www. found=stone . com

Fort Proto Path

135 TCF C~WIHHT~=y=teni~=svcho=st .2
445 TCFE

1025 TCF C:~WIHNT~=y=temndZ~M5Ta=zk .
1035 TCF

1N

135 TDF
445 TDFE
102 TDF CoswWIHHT~svy=temd 2™

-

27




Anti-ViIr Software

W ITIMIT T, .

WINETY . 1 . WCAFlood. o

WINIT, ) 2D A A Flood.Winhelp

WINITS, ; TEMF.EXE Flood.b

WINHTY svst TEMPZ .EXE

WINKTY = LTER.TXET Flood.Winhelp

WINMT LEXE Door -0
CoWFOUND.00GY FILEOOQOY ., CHE IRC/Flood.Winhelp
C 5 FOUND . 006 FILEOOOS . CHE IEC/Flood.h
C: W FOUND “WFILEOOOS.CHE IFRC/Flood. i




A Mcafee - AYERT - Microsoft Internet Explorer O] x|
J File Edit Wiew Faworites Tools  Help ﬁ
J EBack + = - () ﬁ- | ‘Qisearch  []Favorites £ 4History ||%, = M=
J.ﬁ.gldress @ hittp: il i comyvilfcontent iy 98936, htm j e JLinks 2
pragram infects your machine. The Yisual Basic b runtime files are required far this worm to function. =]
The following files are extracted into the WWindows System directory upon running IRC/Flood:
GATES TXT \Contains a list of IP addresses
IMIRC INI \Contains BOT instructions for mIRC
MIRCZ M Contains BOT & flooding instructions for
MIRCS NI miRC
PRINI \Cleanup instructions
TEMP EXE UPX packed mIRC client program
TEMP SCR List of usernames
Frogram that keeps other programs from
TEMPZEXE appearing in the taskbar
WHYLXD DAT  |Configuration file
WHYLXDEXE  |Loader Program
The following key walue is created is some variants to launch the trojan at system start:
HELMWSOF TWAREWicrosoftWWindows\Currentersion?
RundAHYLD="C W WINDOWENVS Y STEMWYHWLAD. exe”
The WIR.IMI file may also be modified to run the worm at system startup.
Top of Page
Symptoms
- Presence of the files previously mentioned
- Prompt to locate the file "COAWYINDOWYSASY STEMWMIRC. HLP®
- DOS windows appearing running PIMNG. EXE
'T'nﬁ ﬁF‘Dﬁﬁﬁ LI
€] |_|_|a Internet >




A McAfee - AYERT - Microsoft Internet Explorer

J File Edit Wiew Faworites Tools  Help

J S Back v = - @ ﬁ- | aﬁearch (3] Favarites @Histnry ||%‘-r = M=

J.ﬁ.gldress @ 2=BackD-:u:ur&5&aru:h1b2=&search1|:2=&search232=&search2b2=&search2n:2=&search3.32=OG&search3b2=&search3c2=&actinn=5&archj @GD

@ Buy Products @ Trv Products @ Download Updates

W McAfee

SECURITY

Products | Downloads | Support | Services | AYERT | Partners | About McAfee

Yirus Alerts

Virus Information Library

AntiVirus Updates

Yirus Information
Library

- Owe nwiew

-Mewly Discoverad Wiruses
-RBecently Updated VWiruses
-Hoaxes

-Wirus Calendar

-ithite Papers

AVERT Research
Center

AVERT Wehlmmune

Search again

Search Results:
Backdoor-K.sf=x

Armageddon
¥BS5 Fool
Trojan Sockets.swr
BackDoor-1

15 /Judgement
Wincrash.swr
BackDoor-EP.swr
Downloader
W32/ QAZ worm
BackDoor-CI
BackDoor-GF

Erap Estrada

Backdoor-CT

BackDoor-G
W95, /Kuang.GR
BackDoor-AE
BackDoor-Sub?
BackDoor-AQ
IRC /Bat
BackDoor-DEB.svr
Wa7m ‘Replog.a

Fake First Aid 6.03 Upgrade
Mew BackDoor

Wos/ MTE.gend MM
BackDoor-HC

Backdoor-H1

Backdoor-I1wW

|@ hitkp: /il i, comwilfcontent v 98574, htm

I_ I_ i Internet

B




TASK

» Graphical interface (autopsy)
 Direct\file system processing

o Supports FAT16/FAT32 (NTFSIn
devel opment

http://www.atstake.convr esear ch/tool s/task/

31
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The Caoroner’s Toolkit

just for Unix

e ImageWindows FAT16/FAT32,
mount on.L1nux

e Perform MAC.time analysis

http://project.honeynet.arg/challenge/

http: //staff.washington. edudittrich/misc/orensics/

32



ar
Mar
Mar

Mar
Har

Har

TCT (

0%:11:00
o7ea11:
07:11:42
:11
o712
o712
o712

ol
[HAF

I3 .
I3 .
IE .
(=T
& .
s .
s .
I3 .
IE .
IE .
(=T
& .

s .

ctime) example

—LCWHC—X—X
=TI

=T

=T

=T

-r
T
=TI

=T

=T

=T

-r

—FWHE-—XE—X

root oot

r

rootr

r

rootr oot

Al lemu.

firedaemo

kill.
pulist.

Services.exe

33
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Responding to an Attack

e How it starts

]:'I—| te: Thu., 21 Har 25 —0E00 | FST |
|11]:I-| =ct [ 1485 ] MA i g ICHE floomd attacl

—E:urit?@:ac.waahingtmn.edu

security,

: our netwyork as it
ack to:

Ho us hawe been
wE ATE Elmplv =hu++1ng the por ff. We'll
= a summary of which we'we killed shortly.

he |::|:|I|'|,1:Il-E|.i11i11E[ ]_:IE!.I'tiE!:- from TTl—'llEElE" I_|_|ll._-.:|-,_. have a=zlked
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Using tepdump to analyze

attack traffic

. attaclk in file:

4 1
1
1
1
1
1
1
19

100:
J100:
.100:
J100:
J100:
J100:
J100:
100:

(frag 3

(frag 3

"

i p—proti

(frag 3

ip—prot

1 p—probs

i p—proti
1p—pro
1p—prio
1p—pro
1p—prio
1p—pro
1p—prio
ip—prot

36



Use tcpdstat to analyze
attack traffic

jflcureﬂz

DumpFile: 192 .165.0.1 . dump

Id: 200203221735

StartTime: Fri Mar 22 17:35:42 2002

EndTime: Jat Mar 23 13:13:25 2002

TotalTime: 70663.53 seconds

TotalZapZize: -651.537VHE Caplen: 1514 hytes

# of packets: 167707807 (15702.13ME)

AvgBate: 2.07Mbhps stddew::2.89H PeakBRate: 1:2.1a6Mbps

H#H# Protocol EBreakdouwun HHH
o)
protocaol

le7707a307 . 16464377054

le7707a307 . 16464377054

2312006 . 2223505740

12 . 742

irceoe? G303 . GEe2113
http-a 2 . 154
other 2305620 . 2222831025
icmp 398436 . 27952528
164997315 142134158316

bytes/pkt




First Attack

Bandwidth Utilization Stats
1.2e+87 — — :

letld/ -

Se+lb .

tbhytess

Ge+tdb .

detlb - -

Traffic

cetldb - -

19:086 oo cl:086 cc iy c3:006

Time of Day




Statistics of first attack

;flcurEDE

DumpFile: dozl.dump

FileSize: 25.38ME

StartTime: Fri Mar 22 20:534:59 2002

EndTime: Fri Mar 22 20:55:24 2002

TotalTime: 24.42 seconds

TotalCaplize: Z5.36ME Caplen: 1514 hvytes

# of packet=s: 34153 [(25.36ME)

dvgBate: §.71Mbhps =stddev:0.:ZZHM FeakRate: 9.04Mbops=

#H#4 Packet 3ize Distribution (including MAC headers) HE#
L

[ R B3] : 17277

[ 10Z24- 2047] : 16876
e

HH8H# Protocol Breakdown H#H#E
ot
protocol hytea/pkt

34153 (100. 2655603584 (100.00%) TPE. 40
34153 (100. 265565354 (100.00%) TTS. 46
34153 (100.00% 26556354 (100.00%) = 1




More Attacks

Eandwidth Utilization Stats
1 .8@"‘@7 T T T T | T T |

le+07 JLU |
- P

Setdb

tbytess

betlb -

4etlb -

Traftflc

cetlb -

B4:00 B5: 0 WG : B0 0700 B8:0Q
Time of Day




More Attacks

Bandwidth Utilization Stats

thytes>2

Traftffic

le+d/

Je+lb -
Betlb -
Jetldb -
betdb -
Setdb -
detlb -
Jetlbb -
cetdb -
letdb -

B30y

18: 009

11:08

12:60
Time of Day

1308

14108

1508

41



Using ngrép to find control
traffic

& cored2

¥ ngrep —-q -t -1 192.165.0.1.duwp "10.209.12.152" | less
input: 122.165.0.1.dump

T 2002/03/22 20:54:59.858777 10.0.1.1:6667 —-» 192.1658.0.1:4895 [A4P]
:foobarCEV ! ~EEENEEns 1, ZEEEY, EEEXEE . net PRIVMIEG #3%g :.@UDP 10
L209.12.152 33 500. ..

2002/03/22 20:54:59.860632 192.168.0.1:4895 —-> 10.0.1.1:6667 [A4P]
PRIVMSG #sg 1#%* [fDDbarJKv]IUDP 10.209.12.152 38 500,

2002/03/22 20:54:59.926743 10.0.1.1:6667 —-» 192.168.0.1:4895 [4P]
tfoobarERN ! ~ERNA XEXNEN-EXE-MEX.reshall. umich.edu PRIVMSG #3og :
#%% [foobarJEV] UDP 10.209.12.152 38 L0O0..

2002/03/22 E0:54:59.930080 192.168.0.1:4895 —-» 10.0.1.1: [LF]
MNOTICE fookharCRY :Packeting 10.209.12.152..

2002/03/22 20:54:59.9582601 10.0.2.2:6667 -» 192.165.0.1:45639 [4P]
:fooharMTR | ~MTPREEENEEE-EEE . rh.rit.edu PRIVMIG #:g :*** [fooba
rJEN] UDP 10.209.1:£4.152 38 500..

2002703722 20:54:59.996410 10.0.1.1:6667 —-> 19Z.165.0.1:4395 [4F]
rfoobarFVM! ~FYMAXENEEN-EXH-¥¥.reshall . umich.edu FRIVMIG #ig ¥




Using FpoOrt to correlate
ports and programs

jfzcurEDE

FPort w1.33 - TCP-IP Proce==s to Port Mapper
Copyright 2000 by Found=tone., Inc.
http: ~«www . found=stone . com

Pid FProcess Froto Path
Sy=ten TCFE

187 inetinfo TCFE CosnWINHT-Systendd~inetsrv~inetinfo.
Sv=ten TCFE
temp TCFE Z o wWINHT~Sy=temniZ~tenp . exe
Fp=S= TCFE Zo s WINHT~=y=teniZ~Epchs | exe
Sy=ten TCFE
Sy=ten TCFE
Sy=ten TCFE
inetinfo TCFE
tenp TCFE
inetinfo TCFE
inetinfo TCFE
inetinfo TCF
temp TCFE
Sv=ten TDF
Sy=ten TDF
Sy=ten IDF

WIHHT-Syv=stendd~1inetsrv~inetinfo.
WIHHT-Syv=stenid~tenp . exe
WIHHT-Syv=stendd~inetsrv~inetinfo.
CWIHHT-Syv=stendd~inetsrv~inetinfo.
CWIHHT-Syvstendd~inetsrve~inetinfo.
CWITHNT-Sv=tend2~tenp . exe

I I




Feedbackfrom system owner

;fzcureﬂz

Date: 21 Mar 2002 029:10 P3T

Subiject: Ee: [14835] UW ICHFP Attack Logainst Wellesley [(fud)

From: EXENXEXINXNE «<EXENEQXIXY.washington.edu:>

To: EIEXE[dcac.washington.edu

Cor HEENAENIEEX.washington.edu, EHEHENEWIHEIY.washington.edu,
netopsicac .. washington.edu, securitylcac.washington.edu

> WMe'd like 192.165.0.1 [(ZXZXEIZIX,ZEEEX) removed from the network
> and looked at.

Cur indications are this machine iz no longer participating in the
attack. The circumstances are approximately as follows:

1) The machine's owner came in about an hour ago and found the
CPU meter pedgoged.
21 He dizscovered a program called "knight.exe™ running.
3] He killed the program, deleted the file (sigh!) and rebooted Windows.

Me will attempt Lo find out how this occurred.




ldentifi

tion of attack tool

- Google Search: +knight +ddos +analysis - Netscape - |EI|5|
File Edit Wew Go Window Help
w2 AL 2l F =
M ‘!'BDkaalkS X Ll:ncaticnn:Ihttp:H!www.gaogle.cam!search?hl=en&q=223knight+f’428ddos+223ana|}lsis ﬂ @'Whal's Related

Advanced Search  Preferences Language Tools  Search Tips

Fy

TH1
GO &_)gle |+knight +ddos +analysis Google Search |
I

5 | Groups

Distributed Denial of Service (DDo8) Attacks/tools

... cybercrime action, by Will Knight, ZDNet Uk, October 11 ... my own timeline on DDo%
events], Web attacks: Cure ... the Web, News: Analysis & Commentary, Business YWeek ...

Description: A bibliography of recent papers and advisaries on DDoS attacks and tools, by David Dittrich of the. ..

Category: Computers = Internet = Abuse = Denial of Service
staff washington. edu/dittrich/misc/ddos/ - 41k - Cached - Similar pages

CERT Advisory CA-2001-20 Continuing Threats to Home Users

... An attack tool known as "Knight" has been found on approximately 1 500 hosts. This
tool appears to be a DDoS tool and also uses IRC as a contral channel ...

wennwy certorgfadvisories/CA2001-20 html - 17k - 20 Apr 2002 - Cached - Similar pages

CERT Incident Mote IN-2001-13: "Kaiten" Malicious Code Installed ...

... compromised hosts to be used as DDoS agents, port scanners, etc. The attacker can ... on
denial-of-service tools, including "Kaiten/Knight," can be found in in the ...

wewnee et orgfincident_notes/IN-2001-13 html - 17k - Cached - Similar pages

[ Mare results from wae cert.org |

BUGTRAQ Archive January 2001

... Re: analysis of auditable port scanning technigues ... DDoSY, Ryan Russell. Re: Mew DDoSY,
Mailing List. ... com mp3 sharing software, Adam Knight, <Possible follow-upis ...
cert.uni-stuttgart. defarchivedbugtrag2001/01threads. himl - 77k - Cached - Similar pages

Results 1 - 10 of about 102,

Search took 042 seconds.

@ | |htt|:u:,l',l'www.gou:ugle.cu:um,l'url?sa=Ll&start=1&J:|=htt|:u:HstaFF.washingtu:un.eu:lu,l'u:littrich,l'misc,l'u:ldos,l'&ﬁ=921

| Kl
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Find analysis/code

'; “[packet storm]:. - http://packetstormsecurity.org/ - Microsoft Internet Explorer - |EI|£|

File Edt ‘“ew Favaorikes Toals  Help

wBack - = - D 4] A S Links &]lexis @&]127.0.0.1 @MW &]5QL &]Alaska sf]Bofa &]Dict E|Maps EUw

Address |€_$L| http:fpacketstarmsecurity . nlfdistributed)

_m Dec 27 15:26:26 2001 [74fe3d86afch5cB01d1cc3cd d6e3s7d

l aitan.c is an IRC based DDoS client. By l_llrltl-'rrl

m Apr 25 10:08:42 2000 [38125314bcf691a20ad acFH974f43e02

'IJI tributed multihosted unix d crackery. 1 runs on all platfarms where perl is installed. Comments and
IJI:II:IJHII-'Ht-ItIIIH is in German. By Drunken o

mstream.analysis.txt EITBEI] May 14 03:56:00 2000 BZddﬁ?ecachﬂfﬁ?312?9209d4h?ﬂ342
f th am" distributed denial of = ::I-::t |'|| h"':i on th urce code of "s 1
ol. mstream is maore primi rDDos Homep:

ge here.
26473 I'I.I'Ia:-,r1 12:52:04 2000 Bec3535334?h?hﬂﬂhﬁacl]ﬁ*ﬁﬂﬁﬁﬂﬁ

-




ldentify keys to control

Thi=s code i= a ver 7 oS l:lll IgJIAam .
zhit like that. ¥ea. tha good .
not my fault if you do szome other naughty shit

So 1t would be

BTW: I dont Ccomments, =orry.

—-by=in

*
*
*
*
*
¥
¥
¥
¥
I
I
I
I
I

ful the channel
. of the irc servers

1= 1= fhl—' timeot Lo wailt
TIHEOTT

e the o T u==d to control the net

#def ine COb |

Thi=s program goses on IFEC and waits in a channel accepting wvour

D E0Ome

So 1t=

conmands

== fdefine= au=e wvou probably dont wanna use ny defaunlt
' - l:l it the HELF command. prefized with
wething 11

Then it will ;und hacl 1ntn on ﬂll the exploit=s thi= knight hauf
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ldenti

char *cmd;

n IIII I‘ n

pan

"KTTLALL" .
"HELP" . hel
"KILL", kil

(char *

"HPDHTEHTTP.;
111:u:l 5

"MA TIﬁ", na]

commands In source

volid (#® func){int.char #*. int.char **): } flooders|

.
-
checl=um F.

I

Jim .

veErsion ).

killall @,

=

ldl_ ]
L, char #*#,int,char =*=))0 + };
char *_-:-n-:l-—-l char #*= 1‘1_I

Wi str[1] 1=
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Use tcptrace to isolate
TCP stream

g remainihng, ~ting h a 1 dump'
=ermanh's tocptrace T on 6.0.1 — Mon Dec 3, 2001

& TCE
I [m] 4 I

1230¢

.
5

W00 =] O

1. dumnp

dasmon
dasmon




ldentify attack victims

FRIV
PRIV

lflllllllﬂll
1trolchan
1trolchan
1t rolchan
1trolchan
1t rolchan
1trolchan
1t rolchan
1trolchan
1t rolchan
1t rolchan

ontrolchan

1t rolchan
1trolchan
1t rolchan
1trolchan
1t rolchan
1trolchan

ontrolchan
ontrolchan

[ foohar
[ foobar
[ foobar
[ fl ||_|]:|—|1'
[ foobhar
[ foohar
[ foohar
[ foobhar
[ foobar
[ t ||_|]:|—|1'
[ foohar
[ foobhar

[fo ﬂhﬂlJE:

1 200 3
a1 I:I

20
01 20
2 1 20
14 1 2
1 ;

[ T O Y o T O N O

] I e T T N I e O ¢

e i

200 s00

0 s00
0 300

0 900

oo 900
|||| ann

00
an0

S0
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FPRIVHAG

FRIVMEG §

ecord:

FRIVMIG £

d: 1087
PRIVHSG
PRIVHSG
PRIVHS

PRIVHSG
PRIVHSG
PRIVHSG
PRIVHSG
PRIVNS

R IVHSG

:ifind rogue

= Hw

& packs

43x
qd6x
#5699
tH#E 10
HT 11x

rTotal O

slots open, 11/20, Min: 5.0EB/=, R

Lk

Current: 835.0KEEf=, Cap: 3000.0KEEf=, Recor
"fwsg [EDCC]EBOT-E340 xdoco send #x'" &

rpion King T3 - CENTRORPY - CDZ2
SIMCK THE SORCERER 3D - DEWViANCE - CD1
SIMCN THE 30R 3D - DEViAWNCE - CD2
Bandits DVD DiwvX [1o0f3]
Bandits DVD Divi [Z0Lf£3]
I DivE [3o0f3]

Bandits DV
2705.4 ME Total
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Ji nitp:r62.27.120.133Mmetworks/chanlist shiml | P

networks of the Internet Relay Chat

1B

flughafende

",9 specials: current channel charts ——pilee

—

netsplit.de_  the summary O the charts O top 10 graphs O links ® specials O notes

mcurrent channel charts Oservers by reverse domain Olist of daemons

Ocurrent network charts O servers by network

charmel network

#HEOCC criten. net
#warez-central Undernet
#isoz criten. net
#warez-central AlphaNine
#H-DCG criten. net
#Hcamparng WebChat
#mpIpassion Undecnet
#anans ERASnet
#Fhandurng Dalrnet

. #hrasil

. #jakarta

. ¥movies-first

. #recife

. Ftmd-moviez

. ¥manila

. #mplsz

. ¥lzo-xdoco

. #montreal

. #¥rio

. #helem

. #hawel

WO 20 ] O LA e L0 D

topic

[#¥DCC] The. Sweetest. Thing. Subbed. TS-NEWiS0 Panic.
Most of the XDCC bots hawve heen mowved. . Type Ssecve
[#150Z] WOW SERWING : {04/26/2002) Project Earth,
[WC] Mewest Packs On ¥DCCz :Jason. X Proper. Screen
[E-DCC] WEW: Tactical.Ops. Assault. On. Terror. REPACK
- USE fserwver linkline. webchat. org ops applicati
#MpIPassion Left Eve Trib-The Toasters-Mighty Migh
Bem vindos ao #manaws. Divirta-se ;-) Para ver as
htto S makainedia. condswESgames Mugnling. asp |
Langada a lista de discussdo do #Brasil - brasilbr
New Topic in FORUM : "Menyembunyikan Pasangan ¥ Me
[MF] We Hawe It All Asf-DivE-VCD-SWCD + Games,/Ware
Confiram o site do #Recife em www. canalrecife. net
Welcome to TMD-MOVIEE (N0 Requests, Trading or FTP’
Welcome To Manila <>Wud w agree if 1 say thatd:>The
Welcome to #mpdz : To search for a song type: 2lo
[ 1X ] new movies. . everywhere. .. || ) x3¥xel3;
Vive la neige! <- yen a pas a gquehec nia nia P
Bem-vindo ao #Rio! :: Respeite as reqgras do canal.
Seja bem vindo(a) ao #belem Diowvidas? Procure um
our newest homepage hitp: /fwiw. dalnetbawel . com *




XDCC traffic report

Date/timezone: Mon Apr 29 13:13:06 PDT 2002
Dump file: wdoe-0429-12135 ., dump
Start/End date: Mon Apr 29 12:13:34 2002 Mon Apr 29 13:13:00 2002

Offered Tran=sf'd

[ ZXEE] ¥E¥¥E-E341 240,218,238 . . =B
[ZXEE] E¥¥E-E1546 94,245,154 1. . =B
[ ZXEE] ¥E¥¥E-E155 L2068.1159.1595 2. . =B
[ZXEEE] ¥EXXE-E303 L53.210.239 . . =B

[EEEE] E¥ME-102 EENNUVHEEEENNY polymtl.ca . . =B
[HEEE] E¥E-324 dup-192-168-224-16. prodigy. net .mx . . =B
[HEEE] ¥¥XE-514 dyni¥E. XEY. oakland. edu . . =B
[EEEE] EXE-03 res-192-168-0-14.dorm. duke . edu . . TE
[ EEEE] ¥¥XE-E17 res0000-000.rh.rit.edu . . =B
[ EXEX] X¥EXE-454 resnetl-00.resnet . wbe. eda . . =E
[HEEE] E¥XE-E102 uesf-00-000.ucsf.edu . . =B

Botzs in #
Total Offered in H#XEEE: 89,29 GB
Total Transfered in #EEXX: 12.34 TE

Grand Total Channels: 20
Grand Total Bots: 352
Grand Total Offered: I521.79 =E
Grand Total Transfered: 50.66 TE




XDCC traffic report (cont)

& core02

File=s served by host

10.71.17.176:
#1: Big Trouble [TS-AVI]-[HNM?] [275M]
#2: Fung Pow [TC-AVI]-[MM?] [296M]
#3: Fear Aind Loathing In Las Vegas [DwvD-AVI] -[MM?] [421M]
#4: Fluff [ITII-AVI]-[MM?] [256M]
#5: PI [DwD-AWI]-[MM?] [332M]
#6: Thirlien Ghosts [DvwD-AVI]-[MM?] [315M]

10.36.119.65:
#1: Joldier of Fortune Gold FINAL TUsa Dwd Rip Psi-GeNiu3d-CD1l  [S562H]
#11: VA-D3 Whoo Kid-Hydro Part 2 (3woking Day)-2002-WCER  [105M]
#12: Scorpion.King.T3-CENTROFY-CD1 [4Z6M]
#13: Scorpion.King.T3-CENTROFY-CDZE [431M]
#14: Deep.Inside.Tia.Bella-NowaVID-CDh1 [&672M]
#15: Deep.Inside.Tia.Bella-NovaVWCD-CDZ [673M]
#16: Devon.Up.Close.ind.Personal.DVDRip.XXE-3FPiCE [&619M]
HE: Joldier of Fortune Gold FINAL TUsa Dwd Rip Psi-GeNiu3d-cCDi [596M]
#3: Deep.In=ide.Jill.Kelly.ZXI-DVHNVCD [CD1] [447M]
#4: Deep.In=side.Jill.Kelly.ZXI-DVHNVCD [CDZ] [397M]
#5: Zhine JAP PS2-MiRACLE [655M]
#6: Puss.N.Boots.XXX.DVDRip.DivE-xDMNx [694M]
#7: ADOEBE.PHOTOIHOP.w7.0.FULL.RETAIL-FooZilZo [462M]
Ha: Tactical Ops Assault On Terror REPACKE-FLT [453H]

10.5859.23.10:
#l1: Corel Pro Photo Yellowstone National Park - REORiSO  [365HM]
|#2: IEM DEZ CNLINE AWALYRAIS PROCESZING ZIERVER V8.0 - MEiZO [189M]
#3: MULTIGEN PARADIGH CREATOR VZ.5.1 - ISO [Z08HN)]




N

Review what you know

o Attacksfrom: 128.95.X.154,
128.95.X.181...

o Trafficmostly Protocol 255, IRC, “other”
o Lotsof FTPtraffic (“warez”)
 Firedaemon/knight.c/GTbot installec

* |RC ports/channels knawn (“wafez” bots)



Communication/Cooperation ‘

£ coren2

rrer the months of March through late April of 2002, the University of
Mashington has seen multiple incidents of distributed "wgarez™ [(pirated
zoftware] and denial of serwvice (DDo3) attacks, coming from

Windows 2000 and NT svstems. These svatems all havwe sewveral things in
COENOLL 2

They appeared to bhe found with no password on the
Administrator account, ahd control taken over.

They had warious IRC bhots installed on them, including
knight.exe, GThot, and X-DCC [(a distributed "warez™

serving hot.)

They had the S3ervUFTP daemon runtning oh them for incoming
file transfer (to load the "warez".)

They had Firedaemon (a program that registers programns for
exXxecution Lo serve incoming connections, sSimilar to the Unix
Tinetd” daemon.)

Forensic analyvziz of hard drive contents and IRC traffic haz revealed
the methods and signatures of the malware installed on the compromized
SIYsSLems. To date we are not 100% sure of the initial intrusion
method, but once the intruder is able Lo run a program oh the system,
the "tftp"™ (trivial file transfer protocol)] client is run to download
a hootstrap program, which then goes out and installs all the other
zoftware abowe on the system, making wvarious changes to the system
gettings and directory/file permissions to hide the presence of
files on the system and ensure programs will continue running after
Thiz iz accomplished by the following script:

cd crhvwinnth Systemih vmnid 2

mikdir S RECYCLERY3-1-5-21-2636636377-1107193052-384560437-1000

attrikb +2 +r +h YRECYCLERY3-1-5-Z1-26586636377-1107193052-354560437—-1000
kill sxe*

kKill tewmp.exe




Communication/Cooperation

30 Apr =2 E : —0400
Morld-wide fus 7 = DDo3 networks involwving Windows

To: dittrichldcac.washington.edu

We confirmed t - e of an C bhot and FTP =serwver
prowvided, at 12 ; 2 —thank Me also Lfound
bringing the tot: . 2 NT/Zk =svystems compromised in rhw past month.

found today wu S running Windk, with all Windows
3 applied. aystems hac heen on the network about 10 day
up a honeypot and will monitor with a packet trac Thanks again

information wvou prowvided.

e — R [}
Information 3
T T I T I T I T I TITITITITI T T T
LaLislisasasasasaslalaladada
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N

Conclusion

e Thiswas moderately complex

 Encryption makes things much harder
(Eggdrop w/Blowfish, burneye, etc.)

 Today its guerillawarfare (on both sides)
 Discipline andskill wins

* Products from Arbor.or Niksun help
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Questions?

Website:
http:Astaff.washington.edu/dittrich/
(add misc/ddos/ for DDoS page,
mlsc/coreb2/ for files)

Email: \ash
dittrich@cac.washington.edu
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