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filsystem 1

Hard drives

Partitions
NAS and SAN
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Harddisken uppbyggnad |

spar

sektorer

. 4.i.h yta
* Harddiskens geometri ar huvud

informationen om
— Cylindrar (spar, tracks)
— Huvud (heads), ett for varje yta“
— Sektorer (minsta skriv/lasbara enhet)

* Filsystem organiserar data logiskt i kluster,
kluster skapas med en viss storlek beroende pa
— Storleken pa disken
— Filsystemets typ
— Anvandarens kommando vid formatering
— Kolla med cmd shell: format /?




Track, sektorer och kluster

Formaterade harddiskar bestar av sektorer
— Block size
— 512 byte for det mesta (1024 byte kan forekomma)

EN ISO 9660 CD anvander 2048 byte blocks

Track #1
Kluster byggs upp av n Sector #3

antal sektorer
— T.ex sector 1-4
En fil bestar av m antal

kKluster som ofta ar spridda
over hela harddisken

En fil kan inte dela ett
kluster med nagon annan fil

Track #0




Standard klusterstorlekar i Windows

* Kan aven bero pa OS-version

— Fat 12 har 4 KB klusterstorlek

Volume size

7 MB-16 MB

17 MB-32 MB
33 MB-64 MB
65 MB-128 MB
129 MB-256 MB
257 MB-512 MB
5l3 MB-1,024 MB
1,025 MB-2 GB
2 GB-4 GB

4 GB-8 GB

8 GB-16 GB

16 GB-32 GB

32 GB-2 TB

FAT16 cluster size
2 KB
512 bytes
1 KB
2 KB
4 KB
8 KB
16 KB
32 KB
64 KB
Mot supported
Mot supported
Mot supported

Mot supported

FAT32 cluster size
Mot supported
Mot supported
512 bytes
1 KB
2 KB
4 KB
4 KB
4 KB
4 KB
4 KB
8 KB
16 KB

Mot supported

NTFS cluster size
512 bytes
512 bytes
512 bytes
512 bytes
512 byte=s
512 byte=s
1 KB
2 KB
4 KB
4 KB
4 KB
4 KB
4 KB
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Appication program

Harddisk begransning

DOS-BIOS modellen File manager

Int 13 registren ar 8 bitars och Int 13 | AP
anvands nar en lasning etc. beordras BIOS disk senices

Max storlek ar darfor ATA | Interface
— 1024 Cylinders (2'°) kan adresseras ATA (DE) disk drve
— 256 Heads (28) kan adresseras

— 63 Sectors (2%-1) kan adresseras
— Vid 512 bytes per sektor ger det en max
teoretisk kapacitet av ca: 8.4 GB

Logical geometry 2 (high) +6 Cylinder
— Zoned Bit Recording (ZBR) eller bit sector  High/Sector
Zone Density Recording

— Allt oversatts internt av harddiskens
styrprogramvara

— Alla CHS varden ar i princip falska pa
moderna diskar

005 | Function

sector Track Zone Density Fecording



LBA (Logical Block Addressing)

LBA, kallas aven Linear Base
Address Platter Model

— Ar den vanligaste adresserings
metoden

Cylinder-Head-Sector (CHS)
schema

LBA har 48 bits adressering

— Geometri translation i BIOS
— 128 pebibyte (PiB, 2*50) om 512

byte sektorer anvands Beginning End

B Linear Model el

Beginning End



ad |l

* Interface * Exempel 120 GB  LBA* 312/

_IDE _ Cyl: 238216 * 102413
* PATA — Heads: 16 * = 114,49
. SATA |
— ' disk storlek
_ SCSI/SAS SPT 63 I EBS orieKen

« Ett gang = LBA: 240121728



LBA <-> CHS oversattning

 LBA = linjara basadressen for blocket

* CHS = Cylinders — Heads — Sectors

* SPT = Sectors Per Track

* HPC = Heads Per Cylinder

 SECT = Vardet av sector for CHS koordinaten
« HEAD = Vardet av head for CHS koordinaten

* CHS beskrivning av data pa media behdver ibland goras
av OS for vissa filsystem, t.ex. disketter

* Fran LBA till CHS

CYL = LBA / (HPC * SPT)
TEMP = LBA % (HPC * SPT)

Konverterings formler

HEAD = TEMP / SPT
SECT = TEMP % SPT + 1

* Fran CHS till LBA (anvands inte ofta)
LBA = (( (CYL * HPC) + HEAD ) * SPT ) + SECT — 1



Fixed/Removable Media

* Skriv/las process (mycket forenklad)

— Write Process

Digital signals are encoded (for timing recovery) and transformed into analog
signals that drive the magnetic field on the write head

— Read Process

Analog magnetic field is sensed, timing is recovered, and sampled signals are
converted into digital data

* Performance

— Disk performance (time to retrieve data) can be measured in terms of
several important characteristics

— Disk access time is the sum of (spin-up time of the disk, seek time
of the arm to reach the track, rotational latency/speed of the disk)

Linear Model

Read/Write Head

R e

T

Beginning Encodings: FM, MFM, RLL, ARLL, PRML, EPRML End



Fixed/Removable Media

* Low Level Format
— Performed at factory
— Low-level formatting adds indivisible units of storage called sectors

— Most modern HDDs use 512+ octet (byte) sectors
* The + accounts for sector overhead bytes (differs by manufacturer)

— Overhead bytes provide error correction and timing recovery
functions

— Bad sectors are automatically remapped to redundant sectors by the
HDD controller

Sectors (512 octets plus overhead) "k \ /

215 Redundant
B Sectors
T (Only visible to HDD controller)

Individual Sector

Sector overhead
Usually the sectors are around 557 bytes



Western Digital brings Advanced
Format to Caviar Green

http://anandtech.com/storage/showdoc.aspx?i=3691

Advanced format skips using the sector gap
Stores 4096 bytes in each sector
Increase capacity with about 10%

Not all OS can handle advanced format

— http://www.sweclockers.com/nyhet/10733-
storre_sektorer _ger _samre_prestanda_i windows_Xxp

HD firmware is capable of translating to old format for old OS
New HD needed — factory prepared

won] H AT TN LNV

Advanced o'

Format 4K \I 4096 Bytes (4K Data ECD




Perpendicular Magnetic Recording (PMR)

* Traditionella harddiskar lagrar data linjart, i langdriktningen pa skivans yta
* Med perpendikular lagring sker processen vertikalt pa skivan istallet

* Perpendikular lagring okar datadensiteten och forvantas 6ka mangden
tillganglig lagringsyta med upp till 5-10 ggr. (2005 ->)
@.T:JME

LY HARDWARE
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DOS/MBR Partitioner

Sector 1
(MBR)
Partition #1 Partition #2
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FIGURE 15.6 Simplified depiction of disk structure with two partitions, each containing a FAT formatted volume.

©2011 Eoghan Casey. Published by Elsevier Inc. All rights reserved.



DOS/MBR Partitioner

* Partitionsinformationen ar alltid lagrad pa cylinder
0, head 0, sector 1 (sector O i vissa program) dvs.
den forsta sektorn

* Master Boot Record (MBR) — de forsta 512 byten

Table 5.1. Data structures for the DOS partition table.

Byte Range
0—445
446461
462477
478493
494-509
510-511

Description

Boot Code

Partition Table Entry #1 (see Table 5.2)
Partition Table Entry 22 (see Table 5 2)
Partition Table Entry 3 (see Table 5 2)
Partition Table Entrv #4 (see Table 5.2)
Signature vahle (OxAASS)

Essential
No

Yes

Yes

Yes

Yes



MBR 446-509

i HxD - [Hard Disk 1] =R g

o — -y

;.ﬂ File Edit Search View Analysis Extras Window 7 [=1=][x]

Yell|a Hicn [ ana [#][ dec  [+] 14 4 B B Sector 04| of 976773168 iy
& o | 14 GB partition #2
Startar

Cffset(d) 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 i
000000000000 33 CO SE DO BC 00 7C 8E CO BE DE BE 00 7C BF 00 3AZPw. |ZRZIG%.|:. Sector jLJ
000000000016 O B9 00 02 FC F3 A4 50 68 1C 06 CB FB B9 04 00 .°..d4mPn..Ed2..

0000000000%2 BD BE 07 80 TE 00 00 7C OB OF 85 10 01 83 C5 10 3%.8~..|......fL.

| 000000000048 E2 F1 CD 18 88 56 00 55 C6 46 11 05 C6 46 10 00 &RI.-V.UEF..EF..
000000000064 B4 41 BB AR 55 CD 13 5D 72 OF 81 FB 55 A& 75 09 “A»*Ul.]r..4U%u.

. B
000000000080 F7T C1 01 00 74 03 FE 46 10 &6 60 80 TE 10 00 74 <A..t.pF.f €~..t 'DPEH disk u
QDoO00000009%6 26 66 68 00 OO0 00 OO0 66 FF 76 08 68 00 00 &8 00 &fh....f¥v.h..h.

M ococoocooooo112z 7C 68 01 00 68 10 00 B4 42 BA 56 00 8B F4 CD 13 |h..h.. BSV.<af. e
000000000128 OF 83 C4 10 9E EB 14 B8 01 02 BB 00 7C BA 56 00 ¥Fh.3&.,..».|5V. Al b

000000000144 SA 76 01 8A 4K 02 8A 6E 03 CD 13 66 61 73 1E FE Sv.3N.Sn.1.fa=.p |5q;ﬂ Logical disks
000000000160 4E 11 OF 85 OC 00 80 7E 00 80 OF 84 8A 00 B2 80 N.....€~.€..5.%€ P < Untitled (C:)
000000000176 EB 82 55 32 E4 8A 56 00 CD 13 SD EB 9C 81 3E FE &,U2a3v.1.18e.5p e Untitled (D)
000000000182 7D 55 AL 75 6E FF 76 00 ES B8R 00 OF 85 15 00 BO }U*univ.ed.....° P
000000000208 D1 E6 64 E8 7F 00 BO DF E6 60 E8 78 00 BO FF E6 Hade.. Bz éx.°y= el Physical disks
000000000224 &4 EE 71 00 B8 00 BB CD 1L &6 23 CO 75 3B 66 81 dég.,.»I.f2hu;f. WL Dick 1
000000000240 FB 54 43 50 41 75 32 81 F9 02 01 72 2C 66 68 07 aTCPAu2.u..r,f5/ ||| i < Hard Disk 2
000000000256

000000000272
000000000288
000000000304
000000000320
000000000336
000000000352
000000000368
000000000384
000000000400
| ooocoooooeis

Q00000000432
000000000448
Q00000000464
000000000480
000000000456

Offset: 446 Block: 446-509 I Length: 64 Readenly Owenwrite




Endianness

Byte och bit ordningen for att representera data

Little endian

M+3

M+2

M+1

M

— Intel x86, LSB at lowest address

Big endian

— Motorola, MSB at lowest address

31 24 | 23 16 | 15 8| 7 0
>
DOUBLE WORD (32-BIT) IN LITTLE-ENDIAN FORMAT \\
BITS 0-7
M+1 M+2 M+3
31 24 | 23 16 | 15 8| 7 0

Bi endian

M = Mest Significant Memory Location or Waord

— | princip alla andra processorarkitekturer - installningsbar
— ARM, MIPS, SPARC, |IA64 etc.

Word exempel
— Ox39 LE
— 0x93 BE

Word

A

COUBLE WORD (32-BIT) IN EIG-ENDIAN FORMAT

Data

6

9

3

5

Address

0x1023

0x1024

0x1025

0x1026
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DOS/MBR Partitioner

http://en.wikipedia.org/wiki/Master_boot_record

* Disk/partition parameters 446 - 509

* 4 primara partitioner kan skapas i PC datorer

— VBR (Volume Boot Record) or Boot sector
Table 5.2. Data structure for DOS partition entries.

14 GB partition #2
| foregaende slide

Evte Range Description Essential
0-0 Bootable Flag No = (0x80 = boot, 00 no boot
1-3 Starting CHS Address Yes = (0x051519
Partition Type (see Table 5.3) No = (0x07
57 Ending CHS Address Yes = OxFFFFFE
g-11 Starting LBA Address Yes = 0x00014000 = 81920
12-15 Size in Sectors ves = 0x01D4C000 = 30720000
Tydning av ett 16 byte partition entry — 1as little endian pa ratt offset
14 GB =
30720000 * 512 2 3 4 6 7 8 9 10 11 12 13 14 15
/10243




Nagra DOS Partition typer

Table 5.3. Some of the type values for DOS partitions.

Type Description

0x00 Empty

0x01 FATI12 CHS

0x04 FATI16, 1632 MB, CHS

0x05 Microsoft Extended. CHS

0x06 FATI16, 32 MB-2GB, CHS
NTES

0x0b FAT32, CHS

Ox0c FAT32, LBA

Oxle FATI16, 32 MB-2GB, LBA

Ox0f Microsoft Extended. LBA

Oxl1 Hidden FAT12, CHS

Oxl4 Hidden FATI16, 16-32 ME, CHS
0xl6 Hidden FAT16, 32 MB-2GE, CHS
Oxlb Hidden FAT32, CHS

Oxlc Hidden FAT32, LBA



DiskExplorer MBR

[Sector: Offeet)==00000000: 000 [0:0)
Drive: HD129: [2nd hard drive], 312 581 808 [#124713EB0) zectars

Fath:

Yolume: Mo wolume mounted

Memory in use: 851224 ‘-fiew:@ R/O [Unlicensed Evaluation Copy

% Runtime's DiskExplorer for NTFS - l =NEcy |_£?-]
File Gote Link Edit View Tools Help
E 144 & » pl Gt &2 4=
Sectar Fartition table
»00000000  “alid Partition T able
1] Entry Starting Ending Relative Total
Mo | Supztem Boot CylinderHead |Sector CulinderHead (Sector |Start Sectar  |Sectors
1 MTFS Yes #2000 =01 w1 waFF  |=FE waF w0000003F  «1177E770
1] 1 1 1023 |2h4 B3 B3 293046123
2 Prime or Linug swap ar Solans UMo - «3FF  «FE waF waFF  |=FE waF w1177BACE =00 ERRFC
1023|254 63 1023|254 63 293067730 1932060
3 Lin ext2fs Mo w3FF  wFE waF waFF  |=FE waF 1196143 «=010B7033
1023|254 B3 1023 |2h4 B3 295049730 17526915
4 Free Mo =000 =00 w00 #0000 =00 w00 #00000000 =00000000
1] 1] 1] 1] 1] 1] 1] 1]

S elechion=x00000000; x000-x00000000; <000 j
Sectors 0-312 581 807

Region: MOME




MBR/DOS Partitionstyper
primary, extended, logical

* Linux anvander t.ex. 8 bitar for att adressera diskar (major och minor

nummer for drivrutinen)

— FOr IDE anvands 2 bitar till primara adresseringen och 6 bitar for logiska

adresseringen = 63 logiska partitioner per disk

— For SCSI anvands 4 bitar till primara adresseringen (SCSI kan ha 16
enheter) och 4 bitar for logiska = 15 logiska partitioner per disk

Utdrag av partitionstyper, siffran till vanster ar Hex
0x01 DOS 12-bit fat

0x07 Windows NT NTFS

/

O0x0Ob WIN95 OSR2 32-bit FAT
0x0c WIN95 OSR2 32-bit FAT, LBA-mapped
O0x0e WIN95: DOS 16-bit FAT, LBA-mapped

0x82 Solaris x86
0x82 Linux swap

0x83 Linux native (usually ext2fs)
0x84 OS/2 hidden C: drive

Extended 1
/dev/hdad

0x84 Hibernation partition
0x85 Linux extended partition

Osv -> OxFF



Partitioner och verktyg

Logiska volymer liknar en lankad lista

63 sektorer allokeras typiskt for MBR iom. att en
partition maste starta pa en cylinder grans
* | verkligheten ar det *manga/variabelt* fler sektorer per track

1,542,240 1,638,630

2,056,320

harddisken gor egna .

1,028,097

berakningar... FAT32

Unallocated OpenBSD

NTFS

Fdisk, Cfdisk ]
MS ResKit — sector inspect

A

! I

0 63 1,028,160 2,570,400 4,209,030

Partition Magic — numera Symantec/Norton

Acronis Disk Director —
GParted LiveCD -
Lista pa fria partitions editorer

A

6,265,349
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Partitioner — VBR (Boot sector)

The Master Boot Record (MBR) is created and includes the Master Boot Code
(MBC) and the Master Partition Table (MPT) — always at sector 1 on any
bootable media

The MBC is executed at boot if the HDD is designated as the boot device

The MPT contains information about logical volumes (partitions), including the
active partition, the partition whose Volume Boot Code (VBC) will be executed

Each partition has a Disk Parameter Block (DPB) that stores information about
extended partitions, file system type, date and time last mounted, etc.

Inter-partition gaps are a collection of unused sectors
Some sectors are unused due to addressing issues

Inter-partition gap Unused sectors
Partition #2
Master Boot Record Volume Boot Record
(MBR) Partition #1 (VBR)
I | 1V | | »
MBC MPT VBC DPB l_TVBC DPB Jr_[
1

s g g, S PR i

On each partition a VBR contains Volume Boot Code and a Disk Parameter Block



Removable media

* De flesta losa media har partitioner (som
harddiskar)
— USB minnen, kamera minnen, ZIP diskar etc.

— Undantaget ar floppy som bara kan ha en partition,
har en VBR (om man skall vara korrekt)

* CD/DVD ar komplext

— Manga variationer
— Hybrider (OS)
— Sessioner (data)



Formatering av diskar

Quick format (Windows)

— Tar bara bort FAT/MFT etc.

— Allt annat ar kvar pa disken
Regular format (Windows)

— Som quick format men scannar aven efter bad sectors
"Low level format” utility fran disktillverkare

— Gor write-read verify och andra kontroller av disken
"Low level format” fran fabrik

— Servo, sector layout, defect management etc.

— Haller for diskens livstid, kan inte goéras om
Aterstélla MBR — odokumenterat kommando

— FDISK /MBR (DOS/Windows)
VISTA/7 fran Windows RE (Recovery Environment)

— bootrec /FixMbr och bootrec /FixBoot
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Raderade Partitioner

Master Partition Master Partition Table

Ta_lble modified Partition #1 Partition #2 Partition #3
with references to

Partition #2,
deleted

Partitioned Diski[1:1:4)i] 8 881 & .= &

Partition #1 Partition #2 Partition #3

Partition #2 is Master Partition Table

really still there, Partition #1 Partition #3

only the reference

to it has been

deleted.

Partitioned DiskyL: 300 L -1 A = ; I —
Partition #1 Partition #2 Partition #3
VBR =BL + PT

Forensic Analysis: Look for inconsistencies between the end of one partition,
and the start of another



Andra partitioner

* PC baserade L—; l ! :
— Apple partitioner E

— Startar pa andra sektorn

— Obegransat antal e Parition 1 Patitons Pariton
* Server baserade
; Y Y
— BSD (som DOS) Partition #1 Partition #2 Partition #3
— SUN Solaris (slice) X

Disk 2ot Placering HW-beroende

— 1A64 GUID Partition Table (GPT)
— DOS MBR for legacy — riktiga infon i areorna efter

Protective GPT Partition Partition Backup
MEBR Header Table Area Area

Ny /S 1 l




Avancerade Disksystem

* RAID (Redundant Array of Independent Disks) rapo
— | hardvara eller mjukvara |

— Stripe width/block >= sektor size ::_D_Iﬂ_a c—’ﬂ%—:
— 0 - striping i block med viss storlek o2 | | o |
— 1 - mirror i block med viss storlek S G .
— 2 - ar mycket ovanligt okt i

— 3 - kraver minst 3 diskar, som 0 men med dedikerad
paritetsdisk och stripe storlek i byte

—4 - som 3 men med stripe storlek i block

— 5 - som 4 men utan dedikerad paritetsdisk

— 6 - som 5 men kraver 4 diskar, klarar 2 felaktiga diskar
— 10 - kombinerar RAID 1 och O
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RAID 5 och 6

Ingen dedikerad paritetsdisk (distribuerad och dual
distribuerad)

Alla diskar innehaller data och paritet alternerat
— Okar prestanda®?

RAID 5/6 ar den mest vanliga formen pa servrar
Pariteten tillfor redundans

— Oftast anvands XOR (exclusive or),
producerar SANT om endast en av
operanderna ar sann

Input 1
0

0
1
1

Input 2
0

1
0
1

Output
0

1
1
0

RAID 5
— — 5
DO D1
D2 P1
P2 D4
— ]
Disk 1 Disk 2

PO

D3

D5

Disk 3



De flesta RAID losningar kan fixa detta
— Ger en stor volym utan redundans eller prestandavinster

— Vissa losningar medger dynamisk hantering
— Linux MD (linear RAID) och LVM (Logical Volume Manager)

Disk spanning

— LDM (Logical Disk Manager) ar ansvarigt for att hantera
logiska volymer i Windows, anvander dynamic disk Volume

Physical
Disk 1

LVM

Physical
Disk 2
-

Physical
Disk 3

Disk
Group 1

Logical
Volume 1

Logical
Volume 2




Basic vs. dynamisk disks (Windows)

Basic disk (upp till 4 partitioner — DOS/GPT)

— En partition, markerad aktive som innehaller OS boot kod

* Diskar kan konverteras till dynamiska diskar
— Envags process
— Ger tillgang till RAID-0, 1 och 5 pa servrar

— Har inte en normal partitionstabell (finns bara ett entry for
kompabilitet) — darmed ej bootbara

— Anvander en 1 MB LDM (Logical Disk Manager) databas vid slutet
pa varje volym for att lagra konfigurationsinformation (redundant

distribuerat) B
« Hanteras via D.iSk Partitions typ 0x42
Management lovet i : : \
Computer Management
programvaran

Ll | [
L b

Boot LO M Partition Caabaze

R ecord 1 MB]
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NAS (Network Attached Storage) vs.
SAN (Storage Area Network)

* NAS ar en enhet (RAID Disk Array) som fungerar som
lagringsenhet nar den kopplas till ett natverk

— En typisk NAS kan vara en enkel dator med ett antal harddiskar ofta i
RAID och ett eller flera natverkskort. For kommunikation med

enheten eller enheterna anvands typiskt TCP/IP och
natverksprotokollen AppleTalk, SMB/CIFS, NFS eller FTP/HTTP

* SAN ar i princip en NAS men adresserar och kommunicerar

istallet disk block over SCSI fiber channel (FC) =
| | witch

.' e SAN ol I -. ] SAN withshared disk
[ Fon FC b

\ PATA sus |

SATA DAS e
Block jgye) Storad®



Partitions sammanfattning

Partition Magic och andra disk verktyg kan dolja
information for OS:et

Att forsta partitioneringen av diskar ar viktigt om
man skall hitta gomd information

Partitionsinformationen ar lagrad pa Cylinder ?,
Huvud ?, Sektor ?

— | MBR arean som ar de ??? forsta bytes pa disken

— Information om upp till ? primara partitioner lagras har

— Kunna rakna ut partitionens lagringsstorlek och LBA
sektoradressen var den borjar

Med t.ex. Acronis Disk Director eller annat
liknande program kan man enkelt lara sig mer om
partitioner



